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“You may not be interested in war ...
but war is interested in you.”
(Leon Trotsky)

12/28/2013 10:40:45 AM  P. Szymanski UNCLASSIFIED Page 1 of 211 Pages


mailto:Strategos@spacewarfare.info

UNCLASSIFIED

SSA-T Purpose

* Develop Space Warfare Theory, Doctrine,
Strategies, Tactics, Techniques & Tools that
Enable Informed Decision Making by Space
Control Warfighters:

— Will Space Systems be Under Attack In the Near Future?
— Are Space Systems Currently Under Attack?

— Who Is Attacking?

— What is the Adversary Attack Strategy?

— What Damage Has Been Caused to Military Capabilities?

— What Is Optimal Blue Military/Diplomatic/Economic
Response?

Provides a “Unified Field Theory” for
Space Situational Awareness (SSA) & Satellite Attack Warning (SAW)
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SSA-T Wargame Purpose

Develop Future Space Warfare Theory, Doctrine, Strategies,
Tactics, and Techniques that Enable Informed Decision
Making by Space Control Warfighters

Train Space Warfighters to Recognize Covert Attacks on
Space Systems

Train Space Warfighters On How to Defend Their Space
Assets

Train Space Warfighters to Fight and Win Space Wars

Determine Required Future Technologies for Offensive and
Defensive Space Weapon Systems

Develop Procedures, Forms, Documentation and
Organizational Relationships to Fight and Win Space Wars

Provides a Basic Space Warfare Command and Control
System

Provides Space Weapons Employment Optimization Tools
Space Wargame Trains our Future Space Warfighters
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SSA-T Wargame Main Attributes

* Realistic VS Typical Consumer Space Video Game

* Heavily Operational Orientated

* Unusually Detailed with All Aspects of Space
Warfare:

— Obscure Battlefield (Many Unknowns) with Sensor
Tasking & Search Optimization Tools

— Uncertainty (Random Within Bounds) Capabilities
— Ground, Air, Sea and Space Current & Future Systems
— Varied Phenomenology Space Weapons

— Space Courses Of Action (COA’s) Development Tools
with Formatted Message Generation

— Unique Space Attack Warning (SAW) Visualization
Screens

Most Complete Space Warfare Gaming Tools In Existence

UNCLASSIFIED Page 4 of 211 Pages



UNCLASSIFIED

SSA-T Process Flow

Observe
— INTEL Indicators
— Orbital Elements
— RADAR Data
— Optical Data

Orient

— Satellite State
Change Detection

— Space Choke
Point Maps

— Red COA Detect

Decide
— Space COA’s

— SHIVA Space
Target Ranking
Tool

Act

— Space Choke
Point Maps

— Satellite State
Change

— Threat Envelopes

SSA-T Products Listed Inside Boxes

Doctrine

— Space Principles
of War

— Space COG

— Space War
Definitions

Strategies

— Space Escalation
Ladder

— Space Objectives

— Space Strategies
Sequence/Tempo

Tactics

— Space Tactics

— Space RECON
Contingencies

— Space Wargame

SSA-T Provides an Integrated Space Warfare Conceptual Framework

UNCLASSIFIED

Page 5 of 211 Pages



UNCLASSIFIED

SSA-T Wargaming Process Flow (1)

* Define / Review Future Space Warfare
Terminology (Acronyms & Glossary)

* Define / Review Future Space Warfare Doctrine,
Strategies, Tactics, Space Principles of War,
Space Centers of Gravity, etc.

Develop Space Warfare Basics
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SSA-T Wargaming Process Flow (2)

* Setup Wargame

— Define Country Alignments

* Blue
* Red
* Gray

— Define Areas of Responsibility (AOR’s)

* Terrestrial
* Orbital Regions

— Set Country Space Budgets

* Randomized Space Budgets Limit What Each Player Can Purchase In
Space Systems & Weapons

Define Wargame Parameters
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SSA-T Wargaming Process Flow (3)

* Chose Notional Future Space Systems

— Define Space Support Systems

* COMM
* Imagery
* NAV

* Terrestrial Space Systems
— Ground Fixed/Mobile
— Aircraft
— Ship
— Submarine

— Define Space Weapon Systems

* Terrestrial Weapons Directed Towards Space
* Space-to-Space Weapons
* Space-to-Earth Weapons

Develop Space Systems Used In Wargame
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SSA-T Wargaming Process Flow (4)

* Randomize Notional Space Systems

— Randomize Military Value, Quantities, Costs, Characteristics,
Locations, Orbits, Visibility to Red Sensors

— Allows Randomized (Within User-Selected Min/Max Limits)
Types, Quantities & Effectiveness for Those Systems Allocated
by the computer to Each Side

* Select & Randomize the Probability Players Can View
Individual INTEL Reports on Opposing Side Activities
* Chose Real Space Systems

— Link Real Satellite Orbits (2 Line Element Sets) With Notional
Future Satellites

Make Sure Game Play Has Random Factors Within User Defined Min-Max Limits
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SSA-T Wargaming Process Flow (5)

* Chose Military Events

— Set Degree With Which Each Side Has a Probability of Viewing
His Opponent’s Activities

— Randomize (Within User Selected Min-Max Bounds) Military
Events & Probabilities of Being Viewed

Determine Wargame Player Events
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SSA-T Wargaming Process Flow (6)

* Execute Wargame

— Review Received Randomized INTEL Report Messages

— Detect / Determine / Assess Opposing Side Space Courses Of
Action (COA’s)

* Task / Optimize Space Situational Awareness (SSA) Sensor Collection
Strategies / Allocations

* Review Historical Satellite Reliability & Natural Outages Probabilities
* Review Historical Satellite Uncorrelated Target (UCT) Rates

* Run SSA-T State Change Tools to Automatically Detect Adversary Satellite
Attitude Changes & Orbital Maneuvers

* Review & Assess Satellite Attack Warning (SAW) Orbital Situation Maps

— Develop Blue Space COA’s & Military Objectives

Play Wargame
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SSA-T Wargaming Process Flow (7)

* Space Weaponeering Optimizations

— Calculate All Possible Multiple Satellite Attacks Against Multiple
Targets Within Military Objectives Time Constraints

— Choose Those Satellite Attacks That Fulfill Military Objectives
Within Rules Of Engagement (ROE) Constraints & Commander’s
Intent While Limiting Maneuvering Fuel Expended

— Optimization Parameters:

* Minimize Maneuvering Fuel

°* Minimize Transit Time

* Minimize Sun Angles (Keep as Dark as Possible)

* Maximize Overflights of Friendly Satellite Ground Stations / Sensors

* Minimize Overflights of Adversary Satellite Ground Stations / Sensors

* Align On-Target Times Within Military Objectives & Other Orbital Attacks
(Maximize Shock Value & Overload Adversary Ground Controllers)

e Assess Cost Exchange & Military Value Ratios
* Assess Probabilities of Kill & Multiple Strike or Re-Strike Options

Direct Wargame Weapons Fires
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SSA-T Wargaming Process Flow (8)

* Determine Weapons Effects, Conduct
Additional Situational Assessment & Re-Target

Determine Net Balance of Power in Space
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Main SSA-T
Screen Shots

Actual SSA-T Wargame Menus
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Main SSA-T Menu

Home Create External Data Datab H Add-Ins

E® Space Situational Awareness Tools
UMCLASSIFIED

Space
Situational
Awareness Tools

Military View SATCAT Scenario
equirements Ml Manage SATCAT Development

Space
spece 8 Wargames
Space Space Maintenance
Acronyms Glossary Data
Satellite Failure LDEF Satellite
Database Database Encounters
About
SSAT

Navigation Pane

UNCLASSIFIED DBT-1 JSTO-1 COA-1

Review AFSC requirements and missions Num Lock ||E3 @il

Main SSA-T Overall Menu
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Main SSA-T Wargaming Menu

Home Create External Data Data ols Add-Ins

E® Space Situational Awareness Tools | B8 Space Games Switchboard
UNCLASSIFIED

0 v
Export INTEL Msg: gﬂ Sen Task: Em

Setup Wargame mieL sum: Bl real sys: Bl
Wargame Data EENE oo
Blue COA: E Weapons: EE

Send INTEL
Report Messages

Weapon Tz

Standard
Messages

Navigation Pane

UNCLASSIFIED [ oBTa | JsTo1 | coAa |

View this data in spread sheet format Num Lock ||E2 3

Gateway to User Setup & Execution Scree
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Home Create External Data

s | M Space Situational Awareness Tools | B8 Space Games Switchboard Space Games Data Development

1

Setup
Scenario

UNCLASSIFIED

2

Define
Country

Alignments

3

Country
Space
Budgets

B Ea
4

Scenario

e Maps
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Setup Space Wargame Menu

B view

INTEL Msg: EENIEEE sen Task: |EEH RSN
meL sum: [ERNIREN realsys: BRI

Blue COA: = Weapons: ==

Delineate
AORs

Review
Templates

Generate
All
Systems

8

Review
All
Systems

Navigation Pane

Setup
Scenario
Parameters

Select
Scenario
Satellites

Select
COA
Events

Additional
Systems

INTEL Report
Messages

INTEL Summary
Messages

Sensor Tasking
Messages

Weapon Tasking
Messages

UNCLASSIFIED [ToBT|[ JsTo-1 |[CE0AT |

View this data in spread sheet format Num Lock ||E3 @il

Setup Space Wargame Before Game Execution
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Designate Wargame Country Alignments

Home Create External Data Databa; Add-Ins

E® Space Situational Awareness Tools | [ Space Games Switchboard Space Games Data Development Country Alignments

UNCLASSIFIED
Oounw A“ nmen‘s Delete Blue j§ Delete Gray | Delete Red Add Rest Define o AS_SetS
g Countries Countries Countries To Gray Countries Available

INTEL Blue Countries Color

alia

=] 3
Blue COA: E Weapons: E

PT - -

1o0fd26 F M b Sea Sea -

Navigation Pane

Print
Satellite Data

UNCLASSIFIED [oeTa | astoa | coAaa |
his data in spread sheet format Num Lock ||E3 o i

Designate Which Countries are Allied (Blue), Adversary (Red) or Neutral (Gray)
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Set Country Space Budgets

Add-Ins

E¥ space Situational Awareness Tools | [ Space Games Switchboard | B8 Space Games Data Development | B8 Country Space o

UNCLASSIFIED
C C e
Country Space Budgets owses W= | - fighsall v |
Budget ($B)
Record # Record Date Use  Scenario Name S\de Country Map Color NameSyntax Min Baseline Max Comments
— Er ——s — — — ]
= = l— \

Navigation Pane

Country Names Used to Randomly

Randomly Generated Country Space
Generate Space Systems Names

Budget Within User-Specified Min-
Max Bounds. Space Budget Used to

From Geographic Features

Buy Most Important Space Systems
First, Then Next Most Important,
Until Budget Runs Out
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[ oBTa | JsToa | coaa

Record: M 1of3 L

View this data in spread sheet format

Num Lock ||BIE & i 2

These Parameters Allow Random Game Play With Un-Equal Sides
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View Situation Maps

Home Create External Data Database Tools Add-Ins

B8 space Situational Awareness Tools | B8 Space Games Switchboard Space Games Data Development | KM Maps, Charcs i u-a"ﬁ}uL
Uh IED

AOR s
Maps, Charts and Graphics = T sacar B Ea

[SCULERIS Exercise 1st Da;
—
. “F’»f.». s
Exercise i Vi Rl

15t Day

o' Seatac *
. ¢ Qrgonia Capital |

7" 7B

o bk

Launch Gormplex 75)’9
A ,.'-ﬁf‘u g

Sen Task:
Real Sys:
Exer Sys:

Blue COA: E- Weapons:

Navigation Pane

(=

nniex Capital - ‘,‘“

.

UNCLASSIFIED [ 0BT | JsTo-1 || CoAd
Record: 4 4 20f12 L I ¢ Search

What is the full System technical name Num Lock |||

Terrestrial Game Maps
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View Wargame Terrestrial Boundary Maps

Home Create External Data Database Tools Add-Ins

B8 space Situational Awareness Tools | B8 Space Games Switchboard ' B8 Space Games Data Development | B8 Area Of Resp
UNCLASSIFIED

Area Of Responsibility (AOR) Definitions

[EIE P acifica -

LAT 0

Type |

very A :
Country [ B swTvee SIS Operation Blue Thund - | JTeN

Photo

s [CEEE ICE Sen Task:
Real Sys:

Seatac, Eccentricity [ EEEE
Exer Sys:

Navigation Pane

Indination
s
Anomaly

Baseline

s

fbe ik

EPOCH-Month
EPOCH-Day
EPOCH-Hour
EPOCH-Minute

o

.ﬂ:g-L# Wi

om

Comments

System Desription

UNCLASSIFIED 0BT |[_JsTo-1 [ CoA-

Record: 4 4 20f18 | » M b

View this data in spread sheet format

Search

Weapons:

Terrestrial Game Areas Of Responsibility (AOR’
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Num Lock
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View Wargame Space Boundary Maps (1)

Home Create External Data Databas
E® Space Situational Awareness Tools | [ Space Games Switchboard Space Games Data Development Area Of Re
UNCLASSIFIED

Area Of Responsibility (AOR) Definitions - . . [ | -

ACR. Name (B8 M| category Record # 50 Use

Map Name jonary Earth Orbit Type Record Date LAT [ o EE
e, I -~ S .- .t £ .. [=Ier=
Photo
e I INTEL Msg: sen Task: [EE
. INTEL Sum: Real Sys: EE

5 |
TR e S o - B
BRI vveovon-: EEIIE

Blue COA:

—————
= Baseline

- eracr-vear [JETE

EPOCH Month
EPOCH-Day
s EPOCH Haur
= EPOCH-Minute
8 EPOCH Seconds

System Description

Navigation Pane

Comments

Tord by U5

LUNCLESSIFIED [_oBT1_|[_JsTo4 [ coAq

Num Lock ||EE & i

ssociated with

Space Orbital Divisions
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Navigation Pane

Home Create

E® space Situational Awareness Tools ' B Space Games Switchboard | B8 Space Games Data Development

Area Of Responsibility (AOR) Definitions - . . -

AOR Name GEOJ\:qwon uvs T«

Map Name
Photo

|
;.,.I!ehv;m se Reglon Space
WaUs
{ I
UNCLASS|

Record: 4 4 150f18

External Data

> oMb

Database Tools

Search

Add-Ins

UNCLASS

What region of the Area Of Responsibility is this map or chart associated with

IFIED

Defe
Eurl

Sub-Type

Tyre [

nse Region |s

ppe

IFIED

o Area Of Respun Sl

|

record + [N - @ Min

Record Date
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View Wargame Space Boundary Maps (2)

wnurg vefinitions

LAT 0

EGERCIEREN Operation Blue Thun | Kol

. o Indination 0.0

| ¥

| "! RAAN 0

.
ARG 0
gr\;e;!;e;lm\ Anomaly 0
Asla |

Baseline
EPOCH-Year 2008

EPOCH-Day

EPOCH-Minute

EPOCH-Seconds 0.0000

von

System Desaiption

| 56 deg

0BT |[_JsTo-1 |[ €OA-

[=1a] x_

Sen Task:
Real Sys:
Exer Sys:
Weapons:

Space Orbital Regions for Geosynchronous Satellites
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Wargame Notional
Space Systems
Development

Future Space Systems Employed in Wargame
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Setup Notional Space Systems Randomized
Characteristics (1)

Home Create External Data Database Tools Add-Ins (7]

5 | EM Space Situational Awareness Tools | B8 Space Games Switchboard | B8 Space Games Data Development | B Scenario 5

B Laroe Satelite | o o=l 4222013 20435 PM GEQ | .

d Name Enuntry [rvsoro1 [« 1] BE Base pu=atelits coMM-Hostie » [EUNESERE ]| e : / 2 Randomly Generated Space SyStemS

Mo = _— | Characteristics Within User-Specified

[ In Budget lax -
:wj - —F L i e B
D= == == = R - e v ax Bounds

) vr

20 ¥r
30 yr
Highlight

Ma

Bandwidth-5i

Space Budget Used to Buy Most
Important Space Systems First, Then

F Next Most Important, Until Budget
£ Runs Out
=
Comments
Randomly Generate Space Systems
Names From Real Country
Geographic Features
Record: M 1of584 + M b K Unfiltered | Search

What is the System name that is publically known during the game that may also obscure the true functionality and mission of the satellite (this v... Num Lock |||E3 B

Close to 600 Different Space Systems (Current & Future) Templates
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Notional Space Systems (2)

E°S

UNCLASSIFIED
Scenario Systems Templates

System Public Name NSNS MM

SATCAT

0 Category Record # Use add
Short / Formal Name Type Record Date [ 5

Non-Target  Links Nﬂ. Sub-Type Scenario Name ‘ation Blue Thuni|

GndName  Country INSTALLATION MILTTE - MRl [}

[l Location Min Max
[ n Budget Min Max Procurement Priority 11sBest
—— i i - [ P

b= line

B

EYECNINERENNY Large Ground Fiy

Real sys: [El
ESES exersys: EE
Blue OCOA: Em Weapons: E

[=Ta] x
SenTask:=

z: LonG deg  sATDekv [ T [~ o0
T [ Ty N —
Max Range DU o Louncher Time I RAAN o o
U —- — Picture & Mil-Standard Map Symbol
Bt Space S : ency D Used for Each Future Notional Space-
Bandwidth-TTC-Gnd erocr-vear ([ EHE Em A
: [——— - Related (Terrestrial & Space)
H Surveil Min Elev | Base | eroc-Day (NG Systems
= Surveilance RCS EPOCH-Hour
% SurveilanceMag EPOCH-Minute
Vistility to RF EPOCH-Geconds

System Description

vistiity-cs | N dBsm
I

-t
Rank
Indicator-1

Indicator-2

Indicator-3

Comments

0.95 Indicator 1 Probability of Detection
0.90 Indicator 2 Probability of Detection
0.50 Indicator 3 Probability of Detection

Indicator4 0.90 Indicator 4 Probability of Detection
Indicator-5 0.90 Indicator 5 Probability of Detection
Indicator-6 0.95 Indicator & Probability of Detection
Indicator-7 0.95 Indicator 7 Probability of Detection
Indicator-3 RN T i Indicator 8 Probability of Detection -
LEO
UNCLASSIFIED [ oBTa | JsToa | coaa

f the satellite [t

Notional Pictures for Each Space System
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Navigation Pane
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Notional Space Systems (3)

Home Create External Data

Space Situational Awareness Tools B8
UNCLASSIFIED

Scenario Systems Templates

System Public Mame (I

[=Ta] =

[ | Sen Task: B2

=) Real sys: Bl

= Exer Sys: =
K > Blue COA: E Weapons: =
-
—

£H Viey

(£ Gnd Mame:
[ Location

Min X
S i e m——
- R -
10C systemage [ 1| [HEERNES| Procurement Cost [ EENEEELG $1,732 M ,000M 0
dov L o
& 20w =

INTEL Msg:
INTEL Sum:

gl i SAT-Delta-v mfs Eccentridty [ o.0000 |
:’g:l’_gm Altude B oo T -
O o Range [ 2o T [ raant | =0 W °
Bandiicth-SpaceGnd EE ST I ARG —— Randomly Generated Space SyStemS
Anomaly ]

Quantities Within User-Specified
Min-Max Bounds

St Space Sace
JEU—
B TTC S
Surveil Min Elev Base
(5. ERNRRM
| — =
—
Indicator-1 s
Indicator-2
Indicator-3

erocH-Month ([N
EPOCH-Day 0
EPOCH Hour

EPOCH-Minute

EPOCH-Seconds

System Description

Comments

0.95 Indicator 1 Probability of Detection
0.76 0.90 Indicator 2 Probability of Detection
0.87 0.90 Indicator 3 Probability of Detection

oo |
oo |
I
I
I
I
[ o]
I
oo |
I
oo |
| o |
oo |
oo |
| oo |

Indicator—4 0.72 IEEER icicator 4 Probabilty of Detection
Indicator-5 0.85 Indicator 5 Probability of Detection
Indicator-6 0.82 Indicator & Probability of Detection
m I 0.45 0.80 Indicator 7 Probability of Detection
Indicator-8 Indicator & Probability of Detection o o
Indicator-3 | = Indicator 3 Probability of Detection . S —
Indicator-10 | Indicator 10 Probability of Detection &0 Earth
UNCLASSIFIED [ oBTa | JsToa | coaa

f the satellite [t

Capabilities & Locations of Space Systems (Terrestrial & Orbital) Randomized
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Notional Space Systems (4)

Home Create External Data Databas

» Space Situational Awareness Tools | B8 Space Games Switchboard Space Games Data Development Scenario 5,

Scenario Systems Templal&sLINCLASSIFIED o

System Public Name

System Name Category Record £

Short / Formal Name Type Record Date

NonTarget Lk N/L Sub-Type l—_\Z[ Scenario Name
Moitem: o (Y (D

[ Location Min Max

[ In Budget Max Procurement Priority I:I 1Is Best
- R P
c  sysem age [RNERNNS _IZI _EI Proarament Cost | | | | | £

System Color

Exer Sys: =
Weapons: =

Blue COA:

 svest |

me sum: [EEY Rreal sys: Bl
Ex
E=

Eq vie =al x]

INTEL Msg: sen Task: [EE

Photo

W tow Min e Max
T v — R —= 1= Randomlv Generated Space Svsterms
S ——— —hrs I i pace Sy
e oy [ - INTEL Indicators Probability of
st TICond ) Detection Values Within User-

Bandwidth-TTC-Space

oo, I N Specified Min-Max Bounds
EPOCH-Hour 0 0|
erocH-minut= [ NCHN T

Surveil Min Elev

N/A
Q
Epe—— W oc N -

Navigation Pane

oo |
rem—

Visibility to RF
visiviity-+:c3 || NS
o< I

Indicator-1
Indicator-2
Indicator-3
Indicator4
Indicator-5
Indicator-6

WWW
HRRIREE

Comments

Indicator 1 Probability of Detection
0.94 IEEE 1rcicator 2 Probability of Detection
Indicator 3 Probability of Detection
0.71 IEEER icicator 4 Probabilty of Detection
Indicator 5 Probability of Detection
Indicator & Probabiity of Detection

0.87
N
—
—
—

Indicator-7 I 0.80 Indicator 7 Probability of Detection
v JizS
Indicator-10 Indicator 10 Probabilty of Detection [ 620 Bl Excth
] ]
UNCLASSIFIED [ oBTa | JsToa | coaa

4200 ed | Search

m name that cally known during the game that m cure the true functionali ion of th Num Lock

Visibilities to Sensors of Space Systems (Terrestrial & Orbital) Randomized
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Notional Space Systems (5)

Home Create External Data

» || B space Situational Awareness Tools | 8
UNCLASSIFIED

Scenario Systems Templates

System Public Mame (I auncher

System Name

Short / Farmal name [TEEIECHNNE| (] o= Type _j Record Date || - - o]
e L. (TS| | -1 [T T ST | =
Mo ot (IS : STy
[ Location Min Ma:
it bin Max  Proasenentercrsy [T [ e
Svstem sy [ [ D vy v [ N N 15
oc syensge [0 (NEEEE DESNER|  eroavementcos | | | | | | s

[=Ta] =

Sen Task: E
Real sys: Bl
|
M oo ' — Users Can Select Only Those Space
sandwidth-space-Gnd || 1

Exer Sys: =
Weapons: =
Bt Sace Spece Systems Available by Some Future
Date

INTEL Sum:

Blue COA:

T
e PE Hobi tncinaton |
Highlight

Bandwidth-TTC-Space

0.60 erocHvonth [
I EPOCH Hour
EPOCH-Minute
EPOCH-Seconds

Surveil Min Elev

[ pasc EREERSEIEY |
surveilance-viag [ HECHEN [T 0.0
Visibility to RF
sty <cs | —=
[ oo ]
[ o0 |

Navigation Pane

T ches. Operating area . Indicate Range of Values

Visibility to Optical
Visibility-0CS 0.0 [ o0 ESE
Rark
Indicator-1 Me d
Indicator-2
Indicator-3

0.70

0.95 Indicator 1 Probability of Detection
0.90 Indicator 2 Probability of Delge

Al

)

T

Indicator—4 0.90 ¢
Indicator 5 Probability of Detection
= SR cieter & Probebiity of Detection

n I 0.80 Indicator 7 Probability of Detection
LEO
UNCLASSIFIED [ oBTa | JsToa | coaa

f the satellite [t

Space Systems Capabilities Color-Coded for Instant Recognition
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Notional Space Systems (6)

Creat External Data Datab

o3 Space Situational Awareness Tools Space Games Switchboard Space Games Data Development Scenario Syaw e Eml‘c,

Scenario Systems Templates

Sen Task: E
Real Sys: E
Exer Sys: =
Weapons: E

[ Gnd Name

Country [ -
Location

& n Budget Min max  Procurement priority || RN [ imsest
- P - T =

10¥r "
[ 20
.
Highlight

Max Range 1,000 3372 km Launcher-Time _ _ _hrs RAAN 0
. . |

| [ oo B 0w -

——
sandwidth-TTC-space [ erocH-vonth [ EHI
Surveil Min Elev 0 Base erocH-Day ([ IEHN

... MRS ——
visiviity-+.c3 | N [ E=3
.
e
Indicator-1 /
Indicator-2

EPOCH-Minute [

Navigation Pane

EPOCH-Seconds

Comments.
0.70

0.95 Indicator 1 Probability of Detection
0.90 Indicator 2 Probability of Detection

0.60

2 T

Indicator-3 0.50 Indicator 3 Probability of Detection

Indicator-4 0.50 IEEER ircicator 4 Probabilty of Detection

Indicator-5 Indicator 5 Probabilty of Detection

Indicator-6 IEEES ircicator 6 Probabilty of Detection

Indicatar-7 [ ow | Indicator 7 Probabiity of Detection

s ot sty ooeiecin Mool
UNCLASSIFIED [ oBTa | JsToa | coaa

d | |Search

Some Space Systems (Terrestrial & Orbital) Randomly Obscured to Other Side
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Notional Space Systems (7)

ome Creat External Data Datab

o3 Space Situational Awareness Tools Space Games Switchboard Space Games Data Development Scenario Syaw ||€ Eml‘c,

LNCLASSIFIED Undate AOR [—
- pdate ystems —_—
Scenario Systems Templates
System Public Name (IS -

SATCAT
system Name (S ac category [ "= [IEEEE - add [ o
Short / Formal Name [TICCCNNNES| [EEEETerrgr Type EECIE|  RecordDate
T e :
[ ndbame  Country [[EIERG = con  voce! [ 5T O

Location Max

System Quanity - [ - [ S - | wiitary vaiue [INCCI IR [T o s Best
— SEakcck =S B

Scenario Name

INTEL Msqg:

Ea
mreL sum: BB
[ stect |
Ea

Real Sys: E
Exer Sys: =
Weapons: E

Blue COA:

Sen Task: E

£ v (== x ]

Now

Comments.

Rank
Indicator-1
Indicator-2

¢ large ground f; d

B Mass sMA
[ 20 = . " —
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| Ground [ra o | 0.0 Satelite
ASAT [ria 0 0.00 Large Satelite
| Missile-Mobile [ra o | 0.0
UNK | a 0.50
[ouro Space Launch ASAT Ground Mobile-Soutr = INewmexia Ouro Mabile Direct Ascent ASAT (BE NX30F28028) Destroy
g — — \Attack 5 Against Califonia Darapi Large LEO Photo Satelite (BE
S [UNK. Mobile Missile Launcher (401) |CASOFD5005) - Newmesxia Ouro Mobile Direct Ascent ASAT (BE
L) INXS0F28028) - Local Personnel Avoiding Standing Near Rocket
E [Uni< Mobile Missile Launcher (401) Exhaust
= .
B | HX_SAM_S CA_LPS L
:;, | NX_SAM_S_003 0.6939 CA_LPS_L_002
ourses Of Actio osoft Proje ete onte Carlo Paramete
_Date: 4/22{20116:27:42FPM a el Duration =RiskPERT([Min Duration], [Mast likely Duration], [Max C
|Ne'. ymexia Ouro Mobile Direct Ascent ASAT (BE | : 7 days g -
[Rect vobie Girect Ascent ASAT Desiroy Attack [ . T . ™| Over 6,000 Available S pace Systems
[Feed Mobile Direct Ascent ASAT is Conducting a | 7 days 8 Ll I N T E L I n d i Cato rs R e po rts
[Red Large Ground Mobile TEL is Conducting a C A [Red Mobike Direct Ascent ASAT Destroy Attack o
Large Ground Mobile TEL is Conducting a Destr | B
I MlMobile ground system for ASAT missile launches. Operating &
| 2 |0peraﬁon Bear Claw Scenario
I Bl argesized photo imagery satellite at LEO sun-synchronous
| 2 |0peraﬁon Bear Claw Scenario
Zoom
I Red Mobile Direct Ascent ASAT Destroy Attack Against Blue Large LEO Photo - ‘ ok |
. 0 Satelite - Red Mobile Direct Ascent ASAT - Local Personnel Avoiding Standing -
Near Rocket Exhaust ALL 0 L
Record: M 4 427206087 | » M b | K
Form View | I Num Lock |[51E & @

Thousands of Example INTEL Messages Can be Selected to set the Tempo of the Wargame
UNCLASSIFIED Page 61 of 211 Pages




UNCLASSIFIED

Random INTEL Situation Reports

d
“ Home Create

5 | BB space Situational Awareness Tools

UNCLASSIFIED

External Data

Database Tools

INTEL Report Messages

Add-Ins

] psFormsiFB-56 M space Games Switchboard | B8 Space Games War Room

Newmex

UNK

Navigation Pane

Courses Of Action

Weapo

3l Hobile Direct Ascent ASAT

Event-Fulk: |Ne'.\‘mexia ©Ouro Mobile Direct Ascent ASAT Gar

Red Mobile Direct Ascent ASAT Garrison [ Store
|Red Mobile Direct Ascent ASAT Garrison [ Storz
R

ed Mobile Direct Ascent ASAT Garrison / Storz
Sl Vobil= Direct Ascent ASAT Garrisan / Storage €

IMINT

INTEL Type_1:

INTEL_T |COMINT

Record: M 1of13 LI

¥ Unfiltered
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B oD DS
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I

BEEIGIEIER 4/19/2011 7:55:31 AM

R NEEl | imited Technology Experiment

iE2 W Hide & COA<Catzgory: (IESd
BIEd i oe

Launch-Maneuver Targeted System

3l 3/26/2009 5:00:00 AM
COA-Type: Activity Type:

Microsoft Project Parameters
Start_Date: 4/22/2011 6:27:42 PM
Duration: 30 days

|

BE Number B
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Califon
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I
|
I
|
|
I
|
I
|
I
]
I
]
I
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|

FM: SATAC

TO: USAF AFMC AFRL/RDTE

INFO: USAF AFMC AFRL/RIEA

UNCLASS "

EXER / Limited Technology Exr #/

SWATT.6.9.3.1.1.11 /INTREP /SATAC / 2275943ZApril M/

IMINT /FM  22182742zApr11 TO 22211351ZApril / High Confidence //
Increased Military Activities //
UNITIDAATE:

ADR: A L0OC:
EPOCH: 4 S
RaN: / ARG I
UNITIDATGT

ADR: / LOC/GED!

EPOCH: / SMa, / ECLC:

RaN: / ARG 4 BHOM: I
GENTEXT: Red Mobile Direct Ascent ASAT Garrison / Storage Sites have New Command Centers Bult / Activated that are has been Assodiated with Sites
INDT: NA /IND2: NA

IND3: NA / IND4: N

INDS: NA / INDE: NA

INDT: NA /INDE: NA

INDS: NA /INDT0: NA

INTEL Message

4 BEN: NA / CTY: UNK
/INC:
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/IMC: "

OBT-1 JSTO-1 COA-1

Scenario Name-Sub:
Jotsli = EWE R s i Joint Counter-Offensive to Restore

Increased Military Activities :

Sen Task:
Real Sys:
Exer Sys:
Weapons:

Randomly Generated Space Systems
INTEL Indicators Reports

View this data in spread sheet format

MNum Lock

EEEEE

Selected INTEL Messages Employed in Wargame
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1.6.1 Recommended
PIR's / EEl's f RFl's

PIR Requirements | PIR FIR Data ts | PIR Requ

Record Number: 95 Side:

PIR Number:
Record Date:

Data Source:

PIR Category:

i

PIR Type:
PIR Name:
Supported Objective:
PIR Priority:

Priority Reason:

=
=
!

rgan

Exerdise or Opertional?: EXER = _:

Scenario Name: [

STO Name:
Analysis Name:

Completed Date:

TargetType:
Target-Mame:
SATCAT Number:
BE #  EXER Name:
Country:

Mission:

Message Type
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INTEL Tasking Development Tool

mended PIR's, EE's and RFT's

EH view

INTEL Msg: [EEH)
meL sum: [EEY
Ea

Sen Task: E
Real Sys: E
Exer Sys: E-
Blue COA: = Weapons: EE

INTEL Collection Type 1: [iZiiss Collection Start Time:
INTEL Collection Type 2: (IS C | Collection End Time:
INTEL Collection Type 3: [N St j Collection Duration:
INTEL Collection Type 4: NT - ELINT - TELINT Collection LTIOV:
INTEL Collection Type 5: [§ Desired Collection Time:
Other Phase: (Fill In Below)
Readiness Phase Crisis / Deployment Phase Combat Phase Post-Confiict Phase [
cotecsnrreery: | TP T T
General Commen
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read sheet format

Wargame Users Can Setup INTEL Request Messages
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Unknown Space Object

Automatic Mission Assessment Tool

Home Create External Data Databa; 0ls Add-Ins
5 || EM RSO Mission Assessment Scet | Forn |

UMCLASSIFIED

RSO Mission Assessment User = View
Mode eights & SATCAT Select Test ﬁ
_ Calculate £
weight scanaic o [ * * *

Use RSO Name Most Likely Mission % Indicators Comments
I 4 View

IEL Msy: [EETEE sen Task: BRI
meL sum: EEIIERN Real sy=: [ I
EIES sy ESIE

Blue COA: = ‘Weapons: =

Ranked List of Most Probable
Assessments for Unknown Space
Objects Based On Their Below
Properties, & Matched to Satellite
Characteristics Master Database

E R E N EE N NENENERNNEN

Navigation Pane

u

Satellite Description Optical Properties

Score Score

Obiect Name [ ] Optics I [ |
Diit Rt COMM — ster | Ecosniicily

Fetro (M

Slablhzal\on_: - o - Altitude [KM) 95 Arg Perigee

Flashing [ [ ]
Rcs vaie T a0 847 - Ferind (i) | Mean Anomaly
visual g [ I ~o-- (I Fiech P | Period Hrs) | Mean Matian

UNCLASSIFIED [oBT1_ | J5T0a || COA

M < 1of1 b M B |5 Filtered | Search
ta in spread sheet format Num Lock ~ Filtered ||EIE & @

This SSA-T Tool Automatically Categorizes the Mission of Unknown Space Objects
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Navigation Pane

UNCLASSIFIED

Space Object State Change
Automatic Detection Tool

Home

Space Situational Awareness Tools Space Games Switchboard Space Games War Room State Change Asseaan

iect Ct Chart | Scores lanore All OFF RCS-Sat -
Space QObj Status anges ceosvic [l Detail-t | Detail2 Interest Select

12219148

12225422

11822855

11907907

11435064

10254795

10564552

11778540

11050203
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12229438

11733497

10594859

10636552

11787562

11431187

10917704

12080342

10287297

11823736

10408507

10632651

10582788

11770673

11884686

11911387

11997532

Index

Record: M

Create

Use Interest Ignore

E R R R EE R EE R EEEEEEEEEEEEEEEN

1 of 700
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External Data

THTTTTITI T

bOH

"/ Filtered

Data Date
18-Jun-13
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01-Apr-13
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01Feb-13
02-Jul-12
14-5ep-12
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01Feb-13
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27-Jul-12
14-5ep-12
03-Sep-12
01-Apr-13
15-Apr-13
01-May-13

15-May-13

Database Tools Add-Ins

s

. | o Lprene ubject Status Changes

Averages Orbital Graphs All On RCS-All

SunSYNC Orbit-1 | Orbit-2 SATCAT Table

[ sort | B3 EA

Mission-Now Self -
Mission SAT No Space Object Name Characteristic Correlation  Correlation  Correlation Ignore-Interest Reason

e L L ————t e L e

=

] o L L —
-

Ranked List of Those Space Objects
IS 2 EET— T SO R N ST That Have Changed the Most, Or
- Otherwise Appear Out of the
B e e ] T e === Ordinary, Since the Last Calculation
D e ———— ], ——————————
] D ————————
EETETTT— TN R I T ST N O - : :

e ———————— T P& Higher the Correlation Score, the
e e e ] ey \ore the Space Object Has Changed,
[ o2 | ov J oo J§ 10 Or Lacks S|m||ar|ty to Other Objects
e 2

of Its Mission Class

Search

View this data in spread sheet format

MNum Lock  Filtered

EEEEs

This SSA-T Tool Automatically Detects Maneuvering or Changing Space Objects
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Space Object State Change Automatic
Detection Tool Statistics Graphs

Home Create Exter

Datab 0ols Add-Ins

UNCLASSIFIED

Selected Space Objects Data Values - Mission

Comelation X 100

—— 27634

L,,m bject Status Chang... Selected Space Objects Data Values - Mission

Print All
Eq Ve (=M= =]

Click on Each Chart to View Larger Version - ITEL Msq: NI Sen Tosk EEEE

e o (BN reot - I
BN s BRI

ey slue coA: [ERNIERE weapons: | SN

—— 27834

Space Object Begins to Have High
o State Change Scores

At the Same Time Space Object
Begins to Have High State Change
Scores, It Begins to Lose Orbital

Hean Anomaly (Dag)

Altitude

RAN (Deg)

At the Same Time Space Object

2nd manl&

M < 1of24 | ¥ M

UNCLASSIFIED

Begins to Have High State Change
Scores, It Begins to Exhibit Orbital
Altitude Instabilities

[_oBTa|[ Jstoa |[coaa |

Num Lock ||BIE & i 2

Details of Maneuvering or Changing Space Objects Can be Assessed
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Countries With the Most Changes to Their Space

Objects

Sp Dead Space Object Status Changes by Country
IFIED

Live Space Object Status Changes

UNCLASSIFIED

Dead Space Object Status Changes

- By Country - - By Countiry -
A
Country ;;::ge Country A;c::ge
||

UNCLASSIFIED

SYN

£
=
INTEL Msg: § Sen Task: E
INTEL Sum: EE Real Sys: E
[ [ |
Blue COA: E Weapons: E

Ranked List for Those Countries
Whose Space Objects Have the
Highest State Change Scores. This
May Mean They Are Setting Up for
Space War Prior to Initiating Conflict
on Earth

[ToBTa [ J5T01 | EoAT |

UNCLASSIFIED [OBTA [ JsToa |[TEoAST|

Num Lock ||BIE & i 2

This SSA-T Tool Automatically Shows Which Countries Have the Most Maneuvering or Changing Space Objects
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Update Deta
Info 123
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INTEL Summary Messages

Index: [ Use-Message (W Send
o Moe G

eral Blue Thunder Confiict Level:

CoA-Category:

COA-Type: (28

Targeted System

BE Number-Final: UNK
Country-Final: UNK
nor:

References

Reference 1:

Conflict Level Summary: Reference 2:

Confiict Level Confidence: Reference 3:

Space Strategy Summary:

51 Strategy Confid 5
pace Strategy Confidence! Event-Fulk ia A ) Mine-Shrapnel It

Space Tactic Summary:

Navigation Pane

Space Tactic Confidence:
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Example Wargame Intelligence Warning Messages

Sen Task:
Real Sys:
Exer Sys:
Weapons:

View

[ oBT1 || JsTo-1 || CDA-

Num Lock || BB b @ &

The Wargame User can Setup INTEL Adversary Attack Messages
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Red Space COA’s Automatic Estimat

Home Create External Data Database Tools Add-Ins
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ay

@

o

. E;'Jru.l erevmepMent 4.8 Course Of Action Situation

» Space Situational Awareness Tools Space Games Switchboard Space Games Data Development 5.6 Blue Cu
IFIED

4.8 Course Of Action Update Below INTEL Summary il INTEL Summary 5 C”"ﬁ:’T‘EL
- - A | ges Detail ges Popup pace &
Situation Situation

Mast Likely Conflict Level % Indicators Most Likely Strategy % Indicators Most Likely Tactic % Indicators

Trans-Conflict 6.6% Sweep The Skies 15.4% Mobile Laser Blinder 2.1%
Phase 0: Pre-War Buildup 18% Hidden Negate 14.3% Mobile Direct Ascent ASAT 1.2%

Maintenance Satellite

®

Exer Sys:
Weapon

[Mobile Ground Jammer

NAI Number Key Word(s) ATING Blue Gray
[Major Maneuver of Re. Maintenance Satelite Towards| | |
o Henever o Red aien — Saelve Tonercs ] — Most Probable Tactic Being
. loyed by Ad y d
I T T T T 2 U DE0] 7 ACHRIREL, (BREST Ol
e e — Below INTEL Indicators
r—— Most Probable Strategy Being
e T TR BRI I E— Emploved by Ad Based
mployed by Adversary, Based on
NG Below INTEL Indicators
R EETTE ST T BT G U N N Most Probable Conflict Level D
ost Probable Conflict Level Due to
Adversary Actions, Based on Below
INTEL Indicators
Record: M 1 of 30 PoME ¢ Search
View this data in spread sheet format Num Lock ‘E & il Z|

This SSA-T Tool Automatically Detects Adversary Courses Of Action (COA’s) & Space Conflict Level
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Blue Space Courses Of Action

Add-Ins

o3 Space Situational Awareness Tools Space Games Switchboard pace Games Data Development S.SBlueCw.,cJ.f“.uu.lvc-mpmenl

5.6 Blue Co Of co
Adinnugevl::r:ent S . . ﬂ -

ROE | Effects Reqy Organiza Effects Supporting Crganization | Eff fo Organization

Record Number: Side: Sceniario Name: 0
Effect Number: 5TO Name: - sen Task: [l I
Record Date: Al Analysis Name: Real Sys: ==
Data Source: A Completion Date: exer sys: [ERIG
Weapons: E

Effect Category: Target-Type:

Effect Type: Target-Mame

Effect Name: e SATCAT Number:

Effect Priority: BE Number:

Effect Priority Reason

Effect Success Indicator: |t Mission:

Effect Description:

Bl Hiciden Disrupt = COA Mumber: (TR =
COA Category: ct coa priority: ([ERIAE =

Supparted

L

n._ﬁ COAType: COA Priority Reason:

H COA Likelihood: COA Purpose:

% Catzgory Effect End Time
5 Effect Method 1: Diplomati 011 ‘

Effect Method 2:
Effect Method 3:
Effect Method 4:
Effect Method 5:

Readiness Phase Crisis / Deployment Phase Combat Phase Post-Conflict | v |

et rreuency: [ o ] ey =
et caegey: T

General Comments:

[T oBTa_|[ JsTo | EoAd |
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Weapon Tasking Messages

Create External Data Datab.

» Space Situational Awareness Tools | B8 Space Games Switchboard Space Games Data Development Uewupment Weapon Tasking Messages

= Setup Final View Export All
Weapon Tasking Messages EH R QR DD e

Index: Scenario Name: ration Blue Thunder Message Type: Send
Record Date: stoname: TSNP  xercse or Opertionalz: Sent

Weapon Tasking Message

/ Hidden Di

Sen Task:
Real Sys:
Exer Sys:
Weapons:

Navigation Pane

0BT |[ J5T04 || €0A

The Wargame User can Setup Blue Space Weapon Tasking Messages
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Space
Weaponeering

The Wargame User can Develop Detailed Optimized Space Weapons Plans
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Weapon Assignments

ome Creat External Data Datab
3 Space Situational Awareness Tools Space Games Switchboard Space Games War Room Weapon Assignm_="=! |_Ferm
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- Delete All Vi Update All Setup All lculate
Weapon Assignments
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aneuvers
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INTEL Sum: E Real Sys:
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oo TN Moo DSt
Sldeljl Manewver Date-On Target |
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Gnd Se

Cost Walus =
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Chaser Mame-Final |[IHE
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[ 5
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| 30

Chaser Mission : elite - Fadar Chaser Longiude [ kishot: [T - =t
$406 M 53

Chaser Region SDR LED-S Chaser Eccentricity

MissioreFinal LINK Chaser Range Huershilty-Hir [T ] Exercice Dalta':

thaser value [ Chaser Cost Yulnerabiliy-L sser Exerciss Delia Left
End Game Visibilty Time Constraint, Min  Wulnerabiity-)ammer,

Target

Terget Harne-ul (Bl [TEMPO 1) Huershilty-Hit [T ] Mass

S5N-Target
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,
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Target Country Target &ltitude 3 Orbital Change

Country-Firal Target Inclination State Changs

Navigation Pane

“Yulnerability-) ammer: Life Left
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Target Eccentricity State Change Reason
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MissionFinal Taiget Cost
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Min Results I
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tart Time-Bumn 2
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tart Time-Bum 4.
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ct that will maneuver

This is the Space Weapons Assignment Screen
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Weapon Results
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Optimized Space Weapon Courses Of Action (1)
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5

SDR LED-S

Chaser Status

Chaser Inclination

1)
+ M

Chaser Region

Chaser Mission

Kill P-Permanent
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This is the Space Weapons Optimization Screen
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Optimized Space Weapon Courses Of Action (2)
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Space Weapons can be Optimized to Avoid Adversary Sensor Networks
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Title Strategy Desired End State Comments

Funnel COMM Selectively disrupt select Red space systems communications Delay receipt of critical info while conserving space
assets so that critical Red sensor and C4 info gets directed to control weapons employment.
communications paths with low data rates, effectively delaying

receipt of critical data beyond its useful life.

Herd COMM Selectively destroy or temporarily disrupt specific Red space Make Red more vulnerable to intelligence exploitation.
systems communications assets so that critical Red sensor and
C4 info gets directed to known paths that can be monitored by

Blue sensors.
{ Herd Sensors Temporarily deny Red space sensors, or only certain sensors. Control Red perception of Blue strengths and battlefield
1 This will blind them, until they are allowed to use them again situation.

when Blue side wants them to observe certain fake Blue force
dispositions. This directs Red sensors to see only what Blue

[ Herd Space Personnel Destroy all Red space-related ground targets, except purposely Destroys Red country’s most import space asset: key
el 1y damage one ground center, Assume that key space  Mitechnically rained space personnel. Also sends ) =
PSS < port personnel will converge to this ightly damaged siteto  Mimessage to intemational community that foreign L o ——
conduct repairs. 12 hours later, use anti-personnel weapons at personnel supporting Red space efforts will be at risk.
= —
| Hidden Disrupt Employ weapons with low probabilty of detection and Red side loses confidence in his space systems. He is
attribution, to minimize world reaction to Blue side counter constantly kept off-balance by repeated disruption of his
v space. Temporarily disrupt spacecraft operations at random space capabilities That are timed within his decision
= times. cycle times. Political implications of space control need
o
_5 [ Hidden Negate Employ weapons with low probability of detection and Red probably hasn't used space systems in a real
= attribution, to minimize Red perception that Blue has begun conflict before, and their decreasing reliability under
2 counter space operations. Slowly increase tempo of Red combat stress might be understandable and acceptable
2 satellite disruption, starting with minor anomalies easily to them.
= o
| Periodic Degrade Use degrade type of weapons whose attack cycles are timed to “|As Red starts to bring online an altemate space
correspond with the reconstitution or replacement time of that capability, it is negated. This minimizes space weapons 3
target's capabilty. emplogment, but does nat have as much shock value as L

a Sweep The Skies attack.

- o
=

Rolling Disrupt Temporarily disrupt Gray space assets for small lengths of time, Keep Gray side guessing as to the ultimate fate of their
then move on to other Gray assets. Use low probability of space systems if they continue to support Red side.
detection and attribution weapons. This will give the impression
of reliability issues with Gray equipment, not intentional attack,

Sweep The Ground Destroy all prime Red space-related ground targets with a With all ground sites destroyed, satellites cannot be oy
e minimum of collateral damage. tasked or download data. Probably a more politically M — - — &
acceptable solution, but space-related ground sites can -
p = ~ be replaced easier than satelites after the war, and data
[ Sweep The Skies | Destroy all Red satellites whether military, civil, or commercial, in ||One large synchronized blow keeps red off balance.

a synchionized simultaneous attack so that Red
protective/iecanstitution measures cannot be implemented in
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Space Acronym Definitions

Space Situational Awareness Tools (S5A-

]

Home Create External Data Database Tools Add-Ins

®

5 | EM Space Warning and Assessment Tools | BB Space Situational Awareness Tools | B8 Space Acronyms
Space Acronyms
Use Date Term Definition
|— \ |[D]PP.J |DuaIPrec\:ilalmn Radar |Eartr| Observing System Data and Information System Acronym and Abbreviation List; downloaded 8-14-08; hitp:/fweww-v0ims.gsfc.nasa.govivlims/acronyms
| [tH) [Hazardous (Task Classification) [From: NASA/KSC Acronym List, downloaded 10-10-08; http: + ksc.nasa.gov/inforcenter/acronyrm htm
1w | [ts) |3afe (Task Classification) |From: NASAMKSC Acronym List; downloaded 10-10-08; http:ffwww ksc.nasa.gov/inforcenter/acronym htm
| [1cacs {15t Command and Control Squadron (73 SGP), Cheyenne Mountain AS CO 30914-5000 |From: USSPACECOMIISC, UPAM13-1, 30 Jun 1994, "Space Lexicon” - http:/fw . fas oro/sppi ridocopsiusspacipami3;1 nim
. [1LT |First Lieutenant |From: USSPACECOMIISC, UPAM13-1, 30 Jun 1884, "Space Lexicon” - hitp:/iw . fas.org/sppimiitary/docopsiusspacipami 3;1.htm
1= [1scs |15t Satelite Control Squadron...obsolete, now 1 SOPS |From: USSPACECOMIISC, UPAM13-1, 30 Jun 1994, "Space Lexicon” - http:/fw . fas.oro/sppi ridocopsiusspacipami3;1 nitm
| [15Ls |15t Space Launch Squadron (45 SW), Patrick AFB FL 32925 |From: USSPACECOMIISC, UPAM13-1, 30 Jun 1584, "Space Lexicon” - hitp:/iw . fas.org/sppimiitary/docopsiusspacipami 3;1.htm
o | |1 sops |15t Space Operations Squadron (S0 400 O'Malley Ave, Suite 35, Falcon AFB CO 80912-4035. | [From: USSPACECOM/SC, UPAM13-1, 30 Jun 1994, "Space Lexicon” - hitp:/ivviw.fas.oro/spph ridocopsiusspacipami3;1.him
r \ . _.|1 SPSS I|15t5:ace Surveillance Squadron (73 SGP), Griffiss AFB (Verona Annex) NY 13441-5000 .|From: USSPACECOM/JSC, UPAM13-1, 30 Jun 1994, "Space Lexicon” - hitp:/iwww.fas.org/sppimil yidocops/usspacip 3;1.htm = E
r |]$'—|1_sw?_é1|wsw;aue Wing...obsolete, now 21 SW B[From: USSPACECOMIISC, UPAM13-1, 30 Jun 1994, "Space Lexicon” - hitp:iw viw.fas orgispp ridocopsiusspacipaml3;1.htm e e e e -
. 10 mwvs [ 10th Wissie Warning Squadron...obsolete, now 10 SWS |From: USSPACECOMIISC, UPAM13-1, 30 Jun 1584, "Space Lexicon” - hitp:/iw . fas.org/sppimiitary/docopsiusspacipami 3;1.htm
] [10 sws [10th Space Warning Squadron (21 SW), Cavalier AS ND 58220-5001... formerly 10 MWS [From: USSPACECOMIISC, UPAM13-1, 30 Jun 1994, "Space Lexicon” - http:/fw . fas.oro/sppi ridocopsiusspacipami3;1 itm
e | 1000 506 | 1000th Satelite Operations Group...obsolete, now & SOPS |From: USSPACECOMIISC, UPAM13-1, 30 Jun 1584, "Space Lexicon” - hitp:/iw . fas.org/sppimiitary/docopsiusspacipami 3;1.htm
£ o | {1001 sYSS3 {10015t Space Systems Squadron._obsolete, now 21 SSYS |From: USSPACECOMISC, UPA13-1, 30 Jun 1994, "Space Lexicon” - http:/fw . fas oro/sppi ridocopsiusspacipami3;1.nim
.§ I \ |1002 CES |1002:1 Civil Engineering Squadron...obsolete, now 50 CES |Frorrﬁ55PAEEEDI-UJEC. UPA:!.|13-1. 30 Jun 1994, "Space Lexicon” - hitp: T. w.fas.org/spp/mil yidocops/usspacip 3;1.htm
% o | {1002 5PS | 10024 Security Police Squadron...obsolete, now 50 SPS |From: USSPACECOMLISC, UPAM13-1, 30 Jun 1994 Space Lexicon” - htp:iw viw. fos. orgisppi ridocopsiusspacipami3;1.nim
2 | |1002 556 | 10024 Space Support Group...obsolete, now 50 SPTG |From: USSPACECOMIISC, UPAM13-1, 30 Jun 1584, "Space Lexicon” - hitp:/iw . fas.org/sppimiitary/docopsiusspacipami 3;1.htm
o {1002 55Y3 10024 Space Systems Squadron...obsolete, now 50 S5YS _ |From: USSPACECOMIISC, UPAM13-1, 30 Jun 1994, "Space Lexicon” - http:lfw . fas.oro/sppi ridocopsiusspacipami3;1.im
= | [1003 mCCs {10034 Mobile Command and Control Squadron...obsolete, now 721 MCCS [From: USSPACECOMIISC, UPAM13-1, 30 Jun 1984, "Space Lexicon” - hitp:/fv vivi.fas.org/sppimiltaryidocops/usspacipamt 3;1.ntm
o {1004 sPSSQ | 1004th Space Support Squadron...cbsolete, nows 750 SPTS _|From: USSPACECOM/JSC, UPAN13-1, 30 Jun 1984, "Space Lexicon” - hitp:/ivw . fas.orgisppi ridocopsiusspacipami3;1.nim
R |1012 ABS | 1012th Air Base Squadron...obsolete, now part of 12 SW3 [From: UsSPACECOMUSC, UPAN1Z-1, 30 Jun 1994, "Space Lexicon” - http:/iv ww. fas. orgisppimiltaryidocops/usspacipami 3;1.ntm
- | {1013 ccTS {1013th Combat Crew Training Squadron...obsolete, now 21 CTS |From: USSPACECOMIISC, UPAR13-1, 30 Jun 1994, "Space Lexicon” - http:/iw . fas oro/sppi ridocopsiusspacipami3;1.nim
m | ) |1015 ABS | 1015th Air Base Squadron...obsolete, now Det 1, 12 |From: USSPACECOMIISC, UPAM13-1, 30 Jun 1584, "Space Lexicon” - hitp:/iw . fas.org/sppimiitary/docopsiusspacipami 3;1.htm
T | _ |m1rTE_s _|1n1_rm’es|and Evaluation Sguadron.._inactivated Oct 92 |From: USSPACECOMIISC, UPAR13-1, 30 Jun 1994, "Space Lexicon” - http:liw . fas.oro/sppi yidocopsiusspacipami3;1.him
EN il [1022 CCTS ~ [l1022 Combat Crew Training Squadron...obsolete, now 50 CTS |From:usspAcscm.wsc.UPAr.|13-1.soJun_Hﬁa. Space Lexicon” - http:/iw w . fas.org/sppimiltary/docops/usspacipami 3;1.htm
| | ‘|_12 MWG |12th Missile Warning Group...obsolete, now 12 |From: USSPACECOMIISC, UPAR13-1, 30 Jun 1994, "Space Lexicon” - http:/iw ww.fas oro/sppi ridocopsiusspacipami3;1.im
i:-ht‘ ) N1z WS '_ | 12th Space Warning Squadron (21 SW), Thule AB GL, APO NY 03023-5000...formerly 12MWG; abs |From: USsPacECOMLISC, 30 Jun 1994, "Space Lexicon” - hitp:/fw wiw.fas.orglsppimiltary/docopsiusspacip
First-Second Echelon |From: Dunn Idle, Comprehensive Acronym List, Schafer Corporation, July 12008
,_|1::th Missile Warning Squadron...obsolete, now 13 SWS |From: USSPACECOM/ISC, UPAM13-1, 30 Jun 1994, "Space Lexicon” - hitp:/fww w . fas.org/sppimil yidocops/usspacip 3;1.htm
13th Space Warning Squadron (21 SW), Clear AS AK 89704-5001...formerly 13 MWS |From: USSPACECOMIISC, UPAR13-1, 30 Jun 1994, "Space Lexicon” - http:/fw . fas.oro/sppi ridocopsiusspacipami3;1.nim
[ |1¢th Air Férce ~ ) ) ~ |From: "Joint Space Operations Center (JSpOC) Mission System (JMS) Integration and Sustainment Statement of Work (S0 Version 6.0; 1 February 2011
| 14th Air Force, Vandenberg AFB CA ‘ _ |From: USSPACECOMIISC, UPAR13-1, 30 Jun 1994, "Space Lexicon” - http:/iw . fas.oro/sppi ridocopsiusspacipami3;1.nim
|
ERFRi; = -
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5> | E® Space Warning and Assessment Tools | [ Space Situational Awareness Tools

E® space Aqonyms [ -3 M-Dictionary-+ Shest | Form | C

From:
From:
From:
From:
From:
From:
From:
From:
From:
From:
From:
From:
From:
From:
From:
From:
From:

Comments .
"Enabling Concept For Space Situational Awareness (SSA)"; HQ AFSPC/A3CD; October 2007
ACE-10 Exercise Plan, 9 Nov 2009
ACE-10 Exercise Plan; 01 March 2010
Acronym List for Space and Astronomy, Mark Bradford; web site: http://tla.surly.org/, downloaded 2 Dec 2009
AFRL Acronyms - http://www.wpafb.af.mil/library/factsheets/factsheet.asp?id=5987
AFRL Wargames Course, Glossary of Terms, Acronyms & Jargon, 21 April 2008
AFRL/RIEA Memo; 19 June, 2008
Air Force Doctrine Document 2-1.9; 8 June 2006
Annex HTO JWID ‘00-01 Campaign Plan
BAE JAGUAR Brief; July 8 2009
Braeunig Space Glossary from https://gcic.af.mil/onesource; Downloaded 16 February 2011
Canonical Astronomy Abbrev/Acro List, James Marshall; web site: http://www.astro.umd.edu/~marshall/ast_acro.html, downloaded 2 Dec 2009
Cognitive Environment for Space Situation Awareness: Cognitive Task Analysis for the Joint Space Operations Center {JSpOC); AFRL-RH-WP-TR-2009-00; James R. McCracken, Ph.D. & Michael J. Sellick; The Design Knowledge Company; March
'Dangerous Thresholds. Managing Escalation in the 21st Century'; Forrest E. Morgan; RAND; 2008
Defense Meteorological Satellite Program Modeling and Effects Simulation; AFRL/RDTE; January 2009
Defense Satellite Program Modeling and Effects Simulation; AFRL/RDTE; May 2007
Defense Support Program Early On-orbit Testing System Test Procedures; 66453-430-AAC003-067 REV F; 1 Apr 2002

From: DMS International; web site: http://www.dmsiusa.com/satexpo/glossary.htm, downloaded 4-14-09
From: Draper Laboratory Brief; undated - received July, 2008
From: Dunn Idle, Comprehensive Acronym List, Schafer Corporation, July 1 2003
From: Global Command and Control System Common Operational Picture Reporting Requirements; CJCSI 3151.014; 19 January 2007
g From: HQ Air Force Space Command Intelligence Directorate; Space Intelligence Preparation of the Battlespace; Human-to-Machine/Machine-to-Machine Interface Spiral 2 (FY08) Project Plan; September, 2007; Version 1.0
z From: 'JMS Program Commonly Used Acronyms', 2010
2 From: Johnson Space Center's Flight Design and Dynamics Division; downloaded 10-17-08; http://spaceflight.nasa.gov/realdata/elements/index.html
_% From: 'Joint Publication 3-0; Joint Operations'; M. G. MULLEN, Admiral, U.S. Navy; 17 September 2006, Incorporating Change 2, 22 March 2010
;ﬂ From: Joint Publication 3-14; Space Operations; 06 January 2009
From: Joint Publication 3-60; Joint Targeting; 13 April 2007
From: 'Joint Space Operations Center (JSpOC) Mission System (JMS) High Accuracy Catalog (HAC) Technical Requirements Document (TRD) Solicitation No.: FAB707-11-R-0001 Attachment 2'; Version 2.1; 10 December 2010
From: 'Joint Space Operations Center (JSpOC) Mission System (JMS) Integration and Sustainment Statement of Work (SOW)'; Version 6.0; 1 February 2011
From: 'Joint Space Operations Center (JSpOC) Mission System (JMS) Integration and Sustainment Technical Requirements Document (TRD)'; Version 3.0; 23 September 2010
From:JP 1-02
From: Metatech Corporation SCHEMA Proposal 10 December 2009
From: MIT Haystack Observatory; web site: http://www.haystack.mit.edu/hay/glossary.html, downloaded 2 Dec 2009
From: NASA Acronyms - downloaded 6-16-08: http://spaceflight.nasa.gov/cgi-bin/acronyms.cgi?program=shuttle&searchall=true
From: NASA Science Glossary from https://gcic.af.mil/onesource; Downloaded 16 February 2011
From: NASA/KSC Acronym List; downloaded 10-10-08; http://www.ksc.nasa.gov/inforcenter/acronym.htm
From: NOAA; downloaded 8-14-08; http://solar-center.stanford.edu/gloss.html
From: Russian Promexport World Group Systems; http://www.pwgs.org/sokr2.htm. Downloaded April, 2007
From: SCI GCCS-13 Description Brochure; April, 2005
From: Shin Satellite Plc; 41/103 Rattanathibet Road; Nonthaburi 11000, Thailand; 2003; http://www.thaicom.net
From: SIAM
From: Space Handbook Vol I; AU-18 ; Maj Michael J. Muolo; Dec 1993
From: Space Security 2008; Project Ploughshares
From: The Joint Targeting Process and Procedures for Targeting Time-Critical Targets; FM 90-36; MCRP 3-16.1F; NWP 2-01.11; AFJPAM 10-225; JULY 1937
From: University of Military Intelligence Acronyms - downloaded 5-29-08: http://www.universityofmilitaryintelligence.us/mipb/article.asp?articlelDprev=321&articlelD=319&issuelD=21
From: USSPACECOM/J5C, UPAM13-1, 30 Jun 1994, "Space Lexicon" - http://www fas.org/spp/military/docops/usspac/pam13;1.htm
From: Wright-Patterson Air Force Base AFRL Acronyms List; web site: http://www.wpafb.af.mil/library/factsheets/factsheet.asp?id=5987; downloaded: 4-16-2009
Record: M 1af47 |+ M+ | @& Search |
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Future Space Warfare Doctrine Definitions

pace Situational Awareness Tools (SSA-

Add-Ins

o3 Space Warning and Assessment Tools Space Situational Awareness Tools Space Glossary x
Source Comments
Active Space Defense Direct defensive action taken to destroy, nullify, or reduce the effectiveness of hostile space actions. ft includes the use Modified from Joint
4 of anti-satelite weapon systems, defensive counter space weapons, electronic warfare, and other available weapons Pub 3-01.1
not primarily used in a space defense role. See also Space Defense
Broadcast-Controlled An interception in which the interceptor is given a continuous broadcast of information concerning the space defense Medified from Joint
v Space Interception situation and effects interception without further control Pub 3-01.1
1 Close-Contrelled Space /An interception in which the interceptor is continuously controlied to a position froi hich the target is within local sensor Modified from Joint
W Interception range. Pub 3-01.1
o
= —— = = E = — =
1 — Counterspace hase operatons canducted wih the objective of gaining and maintaining conlrolof actvites conducted in or through the - gf - AFPAIF 141165 | e —————— s o i iyt WL
™ space environment. . JUNE 2001
Counterspace Those offensive and defensive operations conducted by ar, land, sea, space, special operations, and information forces | | AFDD 2-2 1 2, August
g v ith the objective of gaining and maintaining control of activities conducted in or through the space environment. (AFDD 2- 2004
g
=
=
‘g Defensive Counterspace [ |Operations to preserve US/friendly abilty to exploit space lo is advantage via active and passive actions to protect AFDD 2-2.1 2, August
= ™ friendly space-related capabilties from adversary attack or interference. Also called DCS. I 2004
] b
=z

Military Space Forces

Those national, civil, and commercial space systems and associated infrastructure that establish space power and are
employed by the miltary to achieve national security objectives. Spacs forces include space-based systems, ground-
based systems for tracking and controling objects in space and transiting through space, launch systems that deliver
space elements, and people who operate, maintain, or support those systems. Terrestriakbased forces operate below

C
AFPAM 141185
JUNE 2001

Offensive Counterspace

Operations to preclude an adversary from exploiting space to their advantage. Also called OCS. (AFDD 2-2.1)

AFDD 2:2.1 2, August
2004

Passive Space Defense

All measures, other than Active Space Defense, taken to reduce the probabilty of and to minimize the effects of damage
to space systems caused by hostile action without the intention of taking the intiative. These measures include
camouflage, deception, dispersion, and the use of protective construction and design. See also Space Defense

Modified from Joint
Pub 3-01.1

= Space

A medium like the land, sea, and air within which miltary activities shall be conducted to achieve US national security
objectives. (JP 1-02)

August

=

Space Autenomous
Operation

In space defense, the mode of operation assumed by a space system after it has lost all communications with human
controllers. The space system assumes full responsibilty for control of weapons and engagement of hostile targets
based in accordance with on-board surveilance and weapon system control logic. This automatic state may occur on a
reqular basis due to orbital movements outside regions of around coverage and control

Modified from Joint
Pub 3-01.1

e
—

AFDD2-2.12,

=

ugust

“ Filtered | Search
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1. The ability of a space asset to accomplish a mission. 2. The abiity of a terrestrial-based asset to accomplish a mission
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Satellite Fallures and
Potential Fixes
Database

Enables Warfighters to Better Understand Whether Satellite
Failures are Natural, Intentional or Accidental
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Satellite Fallures Database

eate External Data Datab.

Space Warning and Assessment Tools Space Situational Awareness Toals Satellite Failures
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Satellite Failures

Summary Graph Type Graph Detect Graph Solutions Graph

=] -Ja@lalof

Satellite Description

A0-4(0 (Phase 30)

Fiecord # Operator: AMSAT Morth America
Launched: 16 November 2000
Orhit: 1.021 kmx 58,795 km x 8.6 degrees [highly stable elliptical orbitwith [ow inclination (see below)]

Failure Date

Object Mame AD-40

Event

The amateur radio satellite was to he placed in 2 highly elliptical "Molniya" orbit. The following events, which are
usually referred to as "the December incident”, did not only make this impossible but also damaged parts of the
satellite’s communications payload.

"Shortly after launch, AC-40 was oriented for its first bum of the 400 N motor to primarily raise the apogee and also
slightly raise perigee. The pressurization valve to the fuel tanks was successfully opened although gas flow through
the walve was not as high as it should hawe been. The first bum occurred on the following orhit and lasted slightly
longer than expected. A few minutes following this bumn, the closed bum valves were noted 1o 'pop’ open in the
telemetry. The gressurization valve was closed at this time and the tanks were not pressurized. The bum valves were
cycled shutwithoutincident. After considerable discussion the following day. itwas decided to cycle the
pressurization vakve 1o see if itwould function nominally after multiple cycles, Proper functioning of this vahe was
critical for subsequent burns. During this cycling fwhich should hawve been safe since the bum valves were indicated in
the telemetry as closed) the spacecraft suddenly went silent,

Failure Category

External Effect Internal Effect 10T Solar Flares
Attitudz Control and Stabilization Telernetry and Data Handling

Fower Thermal

"It was subzequently determined that a plugged vakve went on the 400 N motor had prevented proper functioning of
the burn walves and had probably allowed build-up of fuel pressure in the cooling coils around the motor bell housing.
These coils apparently ruptured and in the process damaged one or (less likely) both of the bum walves. During
cycling of the pressurization wakve the following day. one component of the fuel apparently escaped from the
damaged burn vahse at the motor housing and mixed with residual second fuel component in the motor, creating a
Iocalised explosion. This pressure wawe seems to have wented primarily through the centre section of the spacecraft
damaging the omni antennas on the opposite end and perhaps removing part of the covering from the omni end of the
spacecraft YWhen the spacecraft was recovered several weeks lafer, its increase in spin rate indicated that a
considerable amount of fuel had been lost from the spacecraft. It seems likely that only one component of the fuel
escaped and after it had explosively mixed with residual second component in the motor area the remainder of this
fuel compaonent escaped without incident through the motor region.”

Fropulsion Command, Control and Timing

Structure Payload Other

Navigation Pane

Items to Detect &k

Solutions

After the December 2000 incident. the remaining fuel for the arcjet motor (ATOS) was used to insert AC-40in a highly
stahle elliptical orbit with low inclination. This means that it has wery long periods of visibility. at substantial ranges (up
t0 B0.000 km), and short periods at only & few thousand kilometres

Comments

In January 2005, the satellite's primary battery failed and the secondary hattery was not sufficiently charged to take
over at this. As a result the satellite's fransmissions ceased. Operators were still optimistic as as AQ-40in spring 2005
was entering into & sun angle increasingly fevourable for recharging the batteries

(Sources: AD-40 FAQ, AMSAT MNews Service Bulletin)

Lastupdated: 21 February 2005
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Satellite Failure Database - Summary Statistics
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Satellite Failures Database Statistics (1)
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aming and Assessment Tools | [ Space Situational Awareness Tools | [ satellite Failure Database - Summary Suusi
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# of Failures Percent of Total

0% -

Satellite Failures

52.0%

Failure Category
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Commercial Satellite Failure Statistics by Category
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Satellite Failures Database Statistics (2)

Create Extel Data Add-Ins

Space Warning and Assessment Tools
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Satellite Failure Database - By System That Failed

ituational Awareness Tools M-Satellite Failures-Totals Type

Satellite Failures

by System Affected
Thermal, 1.7%

Other, 0.6%
Telemetry, 5.1 %—\ W F

Structure, 6.9%

Power, 26.3%

Command and Control,
91%

Navigation Pane

Payload, 9.7%

Attitude Control, 24.6%
Propulsion, 17.1%
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Commercial Satellite Failure Statistics by System

UNCLASSIFIED Page 137 of 211 Pages



Navigation Pane

UNCLASS

Space Warning and Assessment Tools Space Situational Awareness Tools Satellite Failure Database - By System v uewt
UNCLASSIFIED

Satellite Failure Database - By System to Detect

IFIED

Satellite Failures Database Statistics (3)

Ruptured Cooling Coils Satellite Failure
of the Motor Bell to Detect
Earth § Stat :
Internal Optics ’Statusa e:sor atus Housing
Gyroscb¥e Status Phugged Fuel Valves 0% Star Tracker Status
2% 0% Felemetry Statu 0%
Satellite Attitude no fhternal Fuel Reserves
° 0%
Antenna Status 2% °
2% . R
” Satellite Spin Rate Solar Panels Status
2% 15%
Fuel Tank Status ___——
g
3% TWT Status

Thruster Status
11%

3%
Internal Electronics Box

Status ey
3%

Satellite Thermal/
Signature
4%
Single Even Upset
4%
Satellite Structural
Damage
6%
Command Processor
Status —/
6%

Power Cabling Statusj
6%

Battery Status
10%

Momentum Wheel
p. Status
8%
L Power Conditioning
Electronic Boxes Status
7%
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Satellite Failures Database Statistics (4)

External Data

Space Warning and Assessment Tools Space Situational Awareness Tools Satellite Failure Database - By Method w rix
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Satellite Failure Database - By Method to Fix

Satellite Failure
Repaint Satellite Solutions

0%
Replace Earth Sensor
o

Replace Internal Opfj lace Star Tracker Replace Antenna
temal ORiiseniey: hegmal g

° lean Ihternal O
%
None Possible /
Attach New Antenna
20, 2% \

0%
Clean Solar Panels

0%
Replace Gyroscope
2% Repla
2%
Replace Wiring
Clean Thrusters 2%
2%

Attach New Thrusters
22%

Knock Structure
3%

Replace Momentum
Wheel
4%

Change Attitude
6%

Attach New Power

Source
0,
Reprogram Electronics 18%
Boxes
6%

Replace Batteries
9% Replace Internal
Electronics Box

14%
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Typical Satellite Encounters

Space Situational Awareness Tools (55A-

FEE

Home Create External Data Database Tools Add-Ins

I

Space Warning and Assessment Tools Space Situational Awareness Tools Satellite Orbital Encounters
UNC IFIED Altitude

Satellite Orbital Iénmunters .

E°S

Threat Encounter Time Range (km)  Target Epoch Threat Epoch Target X Target Y Target Z Threat X

Targe
R-Live-25982-0RBCOMM FM-32 2006702419 18:33:30.983 UTC 0.0705 2/14/2006 4:47:34 &AM 2/14/2006 1:13:54 PM 31808199 250007 5929.3958 3190.8128 124 9347 929, 4234 -4 27452287 301755849

Threat Y Threat_Z Target_¥X Target_VZ

w
=1
a

Record
-
S —— e ———_ T HE o e e e
2 U Live 26875 GLOBALS TAR-M 028 U Dead 23001 COSHOS 2270 2008/02/27 09,36:50.310 UTC 01108 2/13/2006 11.24:54 PH 2/13/2006 10.24:23 PM 7438.3336 1468,059 15350276 743240191 1468.1295 15360214 193370279 | 419898329 [ Senzesm | 17
c— e e e —— e e
BE U-Live-25115FM-07 W U-Dead-16011-COSMOS 1680 [ 2006/03/17 11:24:56.198 UTC 01273 2/14/2006 31555 AM 214/2006 54435 AM -3352.2105 41351836 47867502 233621449 4135.2314 4765 8482 543275207 || -32eec2137 | 17ivenss | Gosre
— — e e S~ S— B R ——
4 U-Live 25356 THSAT U Dead 733 Rocket Body 2008/03/04 19,38:20.2688 UTC 0131 2/14/2006 4.10:34 AM 2/13/2006 8:3259 PM 1832 6704 £77.9304 £911.443 1832619 6779834 £911.2405 42393083 || 6.8e3erass | 1egsesros || 6.9%6se
— —— e e — e
[ 5 U-Live-23545-FM-01 U-Dead-26123-Debric [ 2006/02/25 22.33:02529 UTC 01355 [ 2r14/2006 1241:20P [l 2/13/2006 5:26:34 PM 5326 6742 26195389 35927021 5326.7438 2813 5383 3592 6024 76057535 | 434419374 [ Soesro0e7 | 4n25a
— — R R R R R e e S E—— e —
g U Live 25951 DMSP 50-3F15 U Dead 28324 Dieb US4 073 2008/03/02 15.42:26.207 UTC 01544 5/28/2003 8.18.02 PM 7182016 11.51:07 &M -2809.0025 41954538 5153.9555 -2808.0271 41963316 51538644 154320487 [ 519921630 507392289 ] 42104
e a— —_— e
[ 7 U-Live-25872-GLOBALSTAR-M048 J U-Dead-1543-Debris [ 2006/02/21 08:00:58.350 UTC 01644 [ 2n13/200610:33:3a P [l 7/19/2016 B:56:18 AM 47345276 26139863 55014152 4734 586 -2514.0857 5501.5281 £ 3266694 40o055789 [ 249153344 [ 01687
i e = R R R R R Y - —— s S
3 ULive 25770-GLOBALSTAR-M025 U Dead 21784 COSHOS 2170 2005/02/20 11,56:48.324 UTC 01703 2/13/2006 £.17.07 PM 2/13/2006 7:17.27 PM 43078775 £140.4678 21060285 4307.9475 £140.3255 2108.0262 299688751 || -2.86057014 52948516 [ 1.8879
— — e R
B U-Live-25526RIDIUM-085 [ U-Dead-13392-Rocket Body [ 2005/03/16 18:58:32.255 UTC 01745 2/14/2006 5 05:30 AM 2/13/2006 11:0352 PM 5038457 1613.9437 £859.6571 503 5422 19137964 58696581 01352421 [ 7asesetaz | zoorere | 69ess
— — R R R R I R N E— S S SR S—
10 U-Live- 27816 COSMOS 2398 U Dead 13201 COSMOS 1383 2008/02/27 19.24:14304 UTC 01826 2/13/2006 11.21:56 PH 2/14/2006 150,31 AM 2078.1223 1505.7358 £933.9338 2078.003 1506.8762 69339141 £7a0ee643 | 16732362 [ 236120302 | aeese
— — —— —_— ————
[ U-Live-25386-ORBCOMM FM-34 [l U-Dead-17117-Debris [ 2006/03/04 10:27:55.581 UTC 01845 2/14/2006 216:280 M [l 21472006 12:22:03 AM 2547 5388 47117214 4711.9094 2647.7295 47117707 47117009 [ 692305246 | 1.s41eest4 [ 198564591 [ 10742
—— — I R i e — e e —
12 U-Live- 25272 IRIDIUM-055 [l U-Dead 23285 Debiis 2005/03/05 10.43:22 538 UTC 01266 2/14/2008 3.33.27 AM 2/14/2006 21629 AM 46774183 2979.1643 45351305 4E77.495 2979.2912 45352443 429097102 | 2m4ami7s [ G7seesxse | 3342
— — —_— — R
13 26163 RIDIUM-052 JU-Dead-27677-Dabris [ 2006/03/1023:18:12.079 UTC 02097 2/14/2006 35227 aM [l 7/18/2016 11:50:19 PM 3100349 56521051 41136379 -309.9061 58521678 197042 034634206 [ 429740083 | -60a25304 | 10483
— — 0 — e —— ]
] 14 U-Live 23455 NOA4 14 JU-Dead 8653 METEDR 115 2008/03/04 10.00:11.578 UTC 02203 2/14/2006 11.58:01 AM 2/14/2006 655,03 AM 4174675 4196.0915 56920611 14176919 4195.1026 56982074 36224083 | 47643367 44091944 | 35340
= — ————————————————— — B
< 15 U-Live-248724RIDIUM-015 | G-Dead-3293 Debiis [ 2006/03/0309:44:11.748UTC 02225 2142006 70002 4M [l 7A18/2016 5:20.07 PM 9454734 19375379 5626 5954 45 E116 1437.3763 co285298 [ 42423035 | 575398343 [ 215194439 [ 619
— — e ]
2 16 ULive-28737-GHI JIaN7 U Dead 12987 COSMOS 1328 2005/03/13 15.44:41.433 UTC 0.2255 2/14/2006 7.43:20 PM 2/14/2006 1:43.26 PM EEEFE £043.1942 1192.8998 94.2778 £047.9762 1198.8634 02869491 [ 1.52683485 [ vasdrovaz | 02es0
= e i e —————]
= G-Live-26034-LOUISE [U-Dead-4048-Rocket Body [ 2005/03/04 18:31:23. 283 UTC 02301 2/14/2006 50353 PM 211472006 11:00:02 AM 21806975 651.5398 57752475 2180.7627 B51.3661 6775372 681013579 [ 220013925 | zoooavees || 50217
= S —— e — i
EN E U Live 28413 5HI JIaH 6 U Dead 13403 Rucket Body 2008/03/16 17.30:43.797 UTC 0.23% 2/14/2008 7.14:15 PM 2/13/2006 6:24.39 PM 912.2756 1316.3224 £803.1289 -£12.3561 1316.374 53033425 0.52652497 | raematee | 13411075 | 1ess
e U - el EELLULIEN e —————
E U-Live-254B%ATE ™ U-Dead-B662-Debris || 2006/03/110215:02230UTC | 0.2402 [ 7/8/2004 22406 AM || 2/14/20068:5625PM || 1307036 || 0532374 || -7054.4913 1385635 9530477 7054 5372 3594131857 f| 629972045 | -07eve6064 | 7aed
— e EE—————.)
20 U-Live-24340IRIDIUM-013 | U Dead 11587 Debiis B[ 200e/03407 224420842UTC || 0.2474 [2na2005 44714 8K | | 2A14/200885310AM || 4855308 || 14923771 || €999.7899 || 4857352 || 14922553 £3237218 | 011771616 f| 7.28263311 || 156121637 || 68474
— S S
[ 2 ] U-Live-25286-RIDIUM-063 | | U-Dead-3023-Rocket Body [ 2006/03/0817.2336.674UTC ||  0.2491 [ 2142005733204 || 2142008 F2ATPM || 38508438 || 2227ez || GEOOGSER || 38E0067E || 22528233 || SRAFA2 || AEMI2126 || 357284477 || 46353
— —
[z Ri-Live-27421-5P0T & |[U-Dead 27840 MONITORE & A/B || 2006/03/050038.39628UTC || 0.2578 [ 218200567204 PM || 2420061028348 || 998.0975 || Gez49is 7102435 || 9981141 || 562387 || 71022803 || 59471563 || 48899973 || 038372566 |
= :—i— = L
B U-Live-20436-5P0T 2 W[ U-Dead-26288-Debric | 2006/02/2204:43:33643UTC ||  0.2586 [ 2/14/200675325PM | | 2/13/200625537AM || 42525266 || 555168565 || 17304788 || 42527243 || 5552005 || 17305545 || 200296153 || -0.70150608
_ - _ < b A -
N U-Live 25615-US4 141 5| U-Dead 8061 Rocke! Body [ 2008/0317 21E6.00.722UTC || 0.2843 [0/a200320517 M [ 2A13/2008E1T54PM || 21399768 || 27001303 || 62250273 || 21390671 || 27s0.0087 || 6225173 || 2.89085129 || 5.88095338 || 2.59560951 5
_ - i i kel d e L > L
=| ER | U-Live-26356-PROBA- | [U-Dead-189152-COSMOS 1862 [ 2006/02/24 07-43:11.431 UTC [ 02868 | 24200653621 PM [ 2714200633335 | 23627895 || 14635 || 6427283 | 2ac2sia6 || 11464543 || pa2rsaoy | 474226038 || 531362333 | 262579138 || 47070
26 U-Live- 25482 FM-28 || U Dead 28071 -Debris | 200803521 61.236220TC ) 0.2703 W 24200650026 PM [ 7/18/2016 £35.01 AM 6540122 f| 6298303 | 309EE8 || 6541203 || 62083743 [ 399431 || G.64d5104 [ 14718505 || 392208021 P
* UlLive-26254-A0CGAT-2 | U-Desd-1 3783 Dabris | 2006/03/0219.34:07.804UTC ||  0.2735 | 2/14/200594656PM | | 2/13/2006 5:02.45 PM 30228 || ommE7 | sesd0ie2 | 68937772 || 461209251 | 53943808 2 06202218 5343

|
J

2006/02/08 12:47:27.008 UTC 0.2797 B 215/20061203774M B 213/20085:2534PM  H 8911762
|0y | [ |

b= 1 — ULive 25736 MUBLCOM WU-Dead 25123 Dekrs [ ermoms [ 0226468 I_SQWIWQW [ 0E4E033 || caE0s059 | -D8eEI4E B
" IEI | U-Live-26064-FALCONSAT| [ [1-Dead- 15763 COSMOS 1952 [ 2005/02/27 1214:29.377 UTC | 02837 2/14/2006 8:46: 49 P 2/14/2006 7:34:47 AM 4S565RS5 || 16723518 G2dhes2 § 45Eehace F| 16721293 [ B2355045 [ 43221302 F 365415136 I| 408168621 Iym
| 0 U—Lwe'ZFH-l_U—F\UB\N—nl—DSILU—DEa}:I;‘IE?EA—DebHs | 2008/03/15 05:47:22.885 UTC W | 2142005727 19PM | m ]Wﬂ -2243.0965 sny || dmdie .|7€249 2i58 Jl 49301750 W 397403828 || 268200263 || 5.20803857 | 20339
E U-Live-23710-RADARSAT [ U-Dead-7412Rocket Body | 2005/02/171611:36579UTC || 02888 2/14/200572206PM [ 2/14/20051:0000PM [ 37803883 i 60435132 2011 A7EA5S4T 50437129 | 7632314 135935462 || 0.06447718 || 7.33026412 || 05237
| %2 | RLve25391.0RBCOMM W3 [l UDead M150PS 5721 8 2006/02/1616.050643307C Iy 0291 | 2/14/2006326:434M 3/21/2004 6:51.95 P & 1216393 [ 6sms -1059.7489 2163397 | 69927858 M 1059.7361 | %ﬁm,m_m
| 3 W Flive25981-0RBCOMM FM-31 fU-Dead-S415.DMSP ED-1F0T [ 2005/02/16 15:06:06.483 UTC [ 0.291 2/14/2006 32643 4M | 3f2w2nn45-’51_3‘5w H 216 0 | A -1059.7483 -121ﬁy_|m | 0897361 | 5 a5 | -0.15405103 ﬁszas £ 13470
= ]m U-Dead-3415-4M5 1 L 20080276 150806.483UTC o 0291 N 24/200832643AM || 3/21/2004651.3 P M ziesas [ esses ] 0saz4ss || 1218337 (| B3H27858 IW,IW | 075405109 § 515969223 § -1.3470
CLASSIFIED - —— =
Record: W 10f 34405 | b M b= [ K Unfiltered | Search 4 ] 3
Graph encounter range boxes Num Lock (BB & /i 2

Historical Space Object Close Approach Examples
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Typical Satellite Encounters Statistics (1)

D

aming and Assessment Tools Space Situational Awareness Tools Satellite Orbital Encount... Live <SSl Einluers wiver 30 Days by Range Boes
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Live Satellite Encounters Over 30 Days by Range Boxes -

Live Satellite Encounters Over 30 Days by Range Boxes
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Historical Space Object Close Approach Statistics by Closest Range
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Typical Satellite Encounters Statistics (2)

Live Satellite Encounters Over 30 Days by Orbit Type E3

Live Satellite Encounters Over 30 Days by Orbit Type
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Historical Space Object Close Approach Statistics by Orbital Region
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Statistics of
_ost Space Objects

How Often does the JSpOC Lose Track of Space Objects
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JSpOC Catalog M

Number of Lost Satellites By Altitude and RCS
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Space Object Tracks are Frequently & Easily Lost
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Statistics of Natural

Kinetic Penetrations

on Typical Satellite
Materials

Statistics on How Often Space Objects are
Naturally Penetrated by Micrometeorites
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LDEF Penetration Size & Frequency

D
arning and Assessment Tools Space Situational Awareness Tools Long Duration Exposure Facility Features sat | F ll.ung wvuration Exposure Facility - Summary Statistics of Penetrations
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Long Duration Exposure Facility - Summary Statistics of Penetrations -

LDEF Micrometeorite Penetration Frequency
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Compares to Kinetic Kill Weapon Attacks
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SSA-T Databases

* Space Objects: 37,932 Records
— Also Includes Decayed Objects

* Orbital Elements: 5.3 Million Records
— 15 Months of Data Internal to SSA-T
— All Orbital Data Since 1957 In External Archives

* RADAR Cross Sections: 1.5 Million Records
— AIlI RCS'’s for All Space Objects Since 1957

e Satellite Characteristics History: 7.5 Million Records
— Almost 3 Years History for All Space Objects (Live & Dead)

* Optical Visual Magnitude & Flash Rate: 73 Thousand
* Space Acronyms: 35,542 Records
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Example State Changes

* GPS (Verbal Discussion)
* ECHOSTAR 5

* MOLNIYA

* Beidou GEO
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ECHOSTAR 5 Maneuver
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ECHOSTAR 5 Correlations
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MOLNIYA Decay
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Beidou - GEO Maneuver

Selected Space Objects Data Values - Mission Click on Each Chart to View Larger Version -
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SSA-T State Change Benefits

* Filters 11,496 Space Objects Down to Top 10-
20 With Most Activity for More Detalled
Assessment by Other Space INTEL Assets

* Possible Discovery of Hidden Adversary Intent

°* May Indicate Dying or Dead Satellites Before
JSpOC Assessment

* Helps Evaluate Friendly Satellite Cover Stories

* Success —Working Now & Ready for
Operational Evaluation

SSA-T Determines If Space Systems Have Changed State — Could Signal an ASAT Attack

=
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Satellite Attack Warning (SAW) — All Altitudes

Altitude (km|
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Military Choke Point:

A region of earth or space
where systems of military
consequence concentrate due
to operational, environmental
or geophysical constraints.

DELTANERIB(2)
]

DouéEE%i.ﬂé‘%T:-z)

i Ccz-HPRBR - T4
i EREEZE-M DEB {TANK)
AT ENFEIRHRE BREEZE-M R/E

A= g NS 1 .
i ; . AURATERS B4 CENTA‘UR RIB

12:000% 05 /B AR PHPGETAR EREEBREEDER( DHEQTANK)

11.000— T *ATLA T@ﬁ%ﬁ BB . 2 » . = CZ3ARB

10.000 e BVRB o dBLER Haeg SUFRRIBMET | pee frane SR — c2-2C DEE
OO0 jmamEsme  ATLAS 2as CENTABREE® ATLAS 24 CENTAUR RIE 'E%Tg‘%élél ] R FREGAT Rawe(USTER 2 .

8,000 — - * Lz »

3,000 —| ATLAS 38 CENTAUR F/B :Ei_Er':. 9 ﬁﬂﬂ%@% )

AT AS S r ® B i
—57n] ..TLAS,ﬁa:%EmT@fmwm?\ RiBys iect) o SEA R EPE B LEO

6.000 — e . BREEAER DR Foee
g DELTA 2 R/B(T) :
=S ARIN B (SYLDA * -

4,000 2" EEI (SYLDA - DELT pEEESZE I REE / \\

3000 | ORIAFETAREC) NA JSTHRER S N

2 000 — * DELTAZ 3801 ﬁ"‘fﬁ”ﬁiﬁzﬁ‘ﬁfﬁ”ﬁ B R

1.000 —EEBESRERE DEMOSAT/F/REGREUEF/E SWIFT  FUSEHE FR B g T i T e A t ey
" wx " " E )

T T T T T T T T T T T
0 5 10 15 20 25 30 35 40 45 50 55

Space Has Choke Points As In Terrestrial Systems — They’re Just Not Stationary
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Traditional Orbital View
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Click on Satellites
to View Animation

>12,000 Space Objects Confuses Users as to Possible Attack Patterns Developing
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SAW = lcons

* Based on Mil-Std-2525B

* 220 New Space Icons

Friend Adversary Neutral Unknown

Make SAW Maps Similar to Terrestrial Situation Maps
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SAW - View 1

Altitude [km|

A CZ-4B DEB
=]
628.12—2] O=8 —(a 5LV DEB
CZ-4B DEB a
o ——AA
O\ PSLV DEE - DEB
DEB ry .
zezoes [ JB-3C Altitude Increase
DEB
608.12 —| m
=|aA A
DEB
JBC
Y
588.12— aa 9 £p PS
| DEB | e EB
N ry e 1)
= AA CZ-2LE0 [ A &
- DEB
FSEV DEE PSLV DEB PSLV DEB —
568.12— ol - 5 + Ly DEE R
TAURUS R/B - _,M%_ daa Aal
DEB DEB DEB "“ n;; s
_(m D .| DEB
B |aa SLV DG
DEB
A‘A
548,12 — DEB
e Legend
“A
——
MONITOR-E 1 DEB m m m CF\)
a
s 12— . H L] H H
S| —
ds
o Fi d Hostil Neutral Unknow
A
Ak [— PSLY DEE
DEB
SL1ER x
508.12 — 4.5
:»_;—m (\E{,;) == PSLV DEE
EROS A R(||=
ERUS _ﬁ;; A‘A
CZ-4B DER e DEB
'FE e
- - -
| A A :!: -
488.12 '_l_l DEB Lz 1 51
- @l >
— T T T 1
97.20 97.30 97.40 97.50 97.60

Inclination (deg)

Space Objects Orbital Changes Are Easy to Identify
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SAW - View

Legend
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Space Debris Clouds & Their Source Can Easily be Viewed
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SAW - SDIZ

Altitude [km]

Space
Defense ID
Zones

(SDI1Z)

SDIZ Red Z

Inclination (deg)

SSA Detection Zones Help Partial Out Operational Responsibility
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SAW - Simulated Attack Against GPS
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Major Maneuvers of Space Objects are Easily Visualized
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SAW - “Dead” Stages as ASATS
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Simultaneous Attack Maneuvers Can Easily be Detected
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SAW — Multiple Attacks Against One GPS
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Space Objects Playing Dead Can be Detected With Unusual Movements
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SAW — 3D View (1)

3D Visualization

3DV0 | 2DMap

AW @

Friend Hostile Neutral Unknown

B X View Controls

SAW Displays 3D Space Situation Maps
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SAW — 3D View (2)
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SAW — 3D View (3)

o/ 3D Visualization

3DVO 2D Map

Weapon Attack Situation
Maneuver Burn Locations

Y

Friend Hostile Neutral Unknown

SAW Displays 3D Space Situation Maps =)
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SAW - Space Objects Within Weapons Range
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SAW - Flat Map View
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SAW Displays 3D Space Situation Maps =)
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Space Choke Points

Space Object Altitude vs Inclination - LEO Live Non-Military Satellites
NORAD Satellite Catalog Data as of 2-16-06 + Live Military Satellites
- Dead Space Objects
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There are Many Potential Sources of Attack
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Example Attack Locations
Optimized for Space Surveillance

Some Parts of a Satellite's Orbit May Be More Vulnerable than Others

=
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Example Threat Envelope View 1

Low Thrust Maneuver Threat Envelopes
Thrust Acceleration (mf3902) From: 3.5e-007 to 3.5e-007

Delta- by Circle Size
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Some Orbits are Easier to Maneuver to Than Others
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Example Threat Envelope View 2

Circle Size Denotes Amount of Delta-V to
Reach Target From This Position In Space

[ Delta-V by Circle Size |

Gray Boxes Denote
Locations of Dead
Space Objects \
Black Boxes Denote "4
Locations of Live/

Satellites

Red Asterisk Denotes 1 1
Location of Target Tims Durtion (0352

*Color of Circle Denotes Amount of Time to
Reach Target From This Position In Space

Some Regions of Space May be More Threatening than Others

=
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ASAT Range / Access Assessments

[ 50A9: OMSP SAirica Al Laser.orb *
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Avoid Space Radar - Hopper
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Avoid Space Radar - Slider

90° Sensor Cone 80° Sensor Cone
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Avoid Space Radar - Skipper

2.6 Km/Sec
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Hide Satellite Among Others

80 m/s Delta-V 500 m/s Delta-V

Goal: Appear Like
| B Nearby Satellite
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Satellites Can Maneuver to Confuse Targeting Assets =
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Space Survelllance Network
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SSA-T Contacts

Paul Szymanski Space Strategies Center (505) 504-2057 [GMT-7]

“Vision without action is daydream.
Action without vision is nightmare”
(Old Japanese Proverb)
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BACKUP

“It is not the object of war to annihilate
those who have given provocation for it,
but to cause them to mend their ways.”
- Polybius, History (2nd century B.C.) -

UNCLASSIFIED Details Page 181 of 211 Pages



UNCLASSIFIED

Principles of War

* Objective

* Offensive

* Mass

* Economy of Force
* Maneuver

* Unity of Command
* Security

* Surprise

* Simplicity

Principles of War Equally Applicable to Space & Terrestrial Warfare
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Space Principles of War Example

* Mass

— Terrestrial: “Mass the effects of overwhelming combat
power at the decisive place and time”

— Space: Are there sufficient weapons to achieve
continuous, or sustained space control. Can the adversary
re-configure to avoid attack. Are the space weapons
overwhelming to the military function they are trying to
deny. Is there political will to implement massed space
attack. Can space weapons get into position at the
decisive place and time. Do we know the decisive place
and time for space weapons application. Can space
weapons be synchronized for employment simultaneously.

Space Strategy Planning Has Not Had the Benefit of a Long History
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Space Strategies Example

Title:
Herd Space Personnel

Action:

Destroy all Red space-related ground targets, except purposely lightly
damage one ground center. Assume that key space support personnel
will converge to this lightly damaged site to conduct repairs. 12 hours
later, use anti-personnel weapons at this site, with destroy weapons 2
hours later.

Desired Effect:

Destroys Red country's most import space asset: key technically
trained space personnel. Also sends message to international
community that foreign personnel supporting Red space efforts will be
at risk.

War Is Hell
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Space Strategies Derived From Sun Tzu

* Sun Tzu’s “The Art of War” (544 BC — 496 BC)
Used to Derive Modern Space Strategies

* Analysis In Progress
— 546 Space Warfare Strategies Already Derived
— Only 1/3 the Way Through Sun Tzu’s Teachings

8 | Info War

9 Force Status

10 Sun Tzu Statement 1: When able to attack, we must seem unable. When using our forces, we must seem inactive. Pretend to be weak, that he may grow arrogant.

1 Space Warfare Strategy 1: Deploy many covert space weapan systems & sensors with remate basing (i, sea, undersea, ground mobile, space, Moon).

12 Space Warfare Strategy 2: Deploy space weapon systems & sensors with multi-spectral camoufiage coverings.

13 Space Warfare Strategy 3: Deploy space weapon systems & sensors in space with low observables coatings

14 Space Warfare Strategy 4: Deploy space weapon systems & sensors in space with special shapes that do not readily reflect light back to the Eatth

18 Space Warfare Strategy 5: Deploy space weapon systems & sensors in space that can change attitude so they do not readily reflect light back to the Earth

16 Space Warfare Strategy 6: Deploy covert space weapon systems & sensors in unusual orbits to avoid detection and precise targeting (highly eccentric, Lagrangian paints, between geosynchronous orbits and the Maan, & beyond the Moon).

17 Space Warfare Strategy 7: Deploy covert space weapon systems & sensors that continuously change their orbits while outside an adversary's sensor coverage (2.g.. maneuver over the South Pacific and the Poles). Continuous lowlevel thrusting may frustrate orbi
18 Space Warfare Strategy 8: Develop covert space weapon systems that hide inside innocuous space objects (civilian & science missions; space objects playing dead). Have ext doors on side of space object away from the Earth (zenith face) & most sensors

19 Space Warfare Strategy 9: Develop some overt space weapon systems that stay in garrison, or are transported to other theaters that do not threaten the theater that one is planning to attack.

2 Space Warfare Strategy 10: Develop some overt space weapon systems that have limited technical and operational capabilities and appear to be the main space threat, but a covert weapen system is actually firing at the same time as the overt system.

21 Space Warfare Strategy 11: Develop some overt space weapon systems that have limited technical and operational capabilties and that will adsorb an adversary’s main spoiling or counter-attacks (including SOF, HUMINT, & Cyber attacks that may take consideral
2 Space Warfare Strategy 12: Develop some overt civil & commercial space systems that can also have space weapons capabilties (e.g.. space maintenance robot).

P Space Warfare Strategy 13: Develop a plan for space sensors to "ping” space objects according to a harmiess, pre-planned schedule that does not reveal plans for a surprise attack against intended targets

2 Space Warfare Strategy 14: Encourage allied space sensors to "ping” anly space objects that are not part of an overall surprise attack plan.

25 Space Warfare Strategy 15: Do not deploy non-space forces in any threatening way, or deploy them in theaters other than those one intends to support with space weapons.

2 Space Warfare Strategy 16: Have the State Depatment devate considerable energy in emphasizing different political and social theaters that do not point to the intended targets and theater of the surprise attack

27 Space Warfare Strategy 17: Have the State Department devote considerable energy in emphasizing no first use of space weapons.

2% Space Warfare Strategy 18: Have the State Depatment devote energy in 0 use of deb space weapons, especially i these types of weapons will be used in the surprise attacks

29 Space Warfare Strategy 19: Have the Mitary Departments devote some energy in emphasizing possessing limited, if any, space weapons capabilties

30 Space Warfare Strategy 20: Develop alliances and treaties with more capable space partners so that you may make use of their space weapon systems in times of war.

3 Space Warfare Strategy 21: Deceive, Deny, Disrupt, Degrade, or Destroy adversary space sensors and inteligence collection capabilties. This includes use of cyber weapons and counterintelligence techniques. Cover up when adversary space intelligence collectic
32 Space Warfare Strategy 22: Shield indicators of space weapons beginning attack sequences (maneuvering, thrusters warming up, thrust plumes in space, other powering up, increased thermal signatures, new systems coming on-ine, increased telemetry traffic, ac
3 Space Warfare Strategy 23: Fake the deaths of various satellites with covert, resenve space weapons missions, over a period of months and years before the surprise attacks

3 Space Warfare Strategy 24: Determine the most threatening regions of space to pre-position space weapons for the best coordinated & optimized attack sequences. These are not necessarily physically close to the targets, but are close in orbital space (minimize:
3% Space Warfare Strategy 25: Concentrate space forces only at the last moment before attack.

36

37 Sun Tzu Statement 2: By discovering the enemy's dispositions and remaining invisible ourselves, we can keep our forces concentrated, while the enemy's must be divided. Let your plans be dark and impenetrable as night, and when you move, fa
38 Space Warfare Strategy 26: Develop & employ covert space suneillance systems

39 Space Warfare Strategy 27: Only openly report space suneillance capabilities that are less capable (range, sensitivity, throughput, numbers of systems, mobility of systems, etc.) than reality.

40 Space Warfare Strategy 28: Hide space suneillance systems communications & data rate channels.

4 Space Warfare Strategy 29: Be careful of which & how many orbital elements are reported openly, so as ot to give a potential adversary an idea of your space suneillance system's full capabilities.

42 Space Warfare Strategy 30: Conduct multiple fake space system maneuvers (& terrestrial mobility re-deployments) to draw away an adversary's space systems from the main point of attack.

43 Space Warfare Strategy 31: Conduct multiple small space system attacks to draw away an adversary's space systems from the main point of attack

44 Space Warfare Strategy 32: Detect, understand & monitor both allied and adversary space choke points and centers of gravity (geographic, orbital, communications, social, doctrinal etc.).

45 Space Warfare Strategy 33: Truly understand not only your adversary's space force status and dispositions, but also allied force status and dispositions. Do not let security restrictions obscure to competent commanders the true capabilties of your own forces, or ¢
46 Space Warfare Strategy 34: Concentrate anti-satelite resources only against key regions of space part of the g belts, etc ) that are significant Genters Of Gravity both for allied and adversary space systems. Gain space superiorit
4T Space Warfare Strategy 35: Concentrate attacks against key regions of space only at the last moment when a shock & awe eflect is warranted. For example, attack portions of the GEO belt from trans-lunar, vacant GEO belt sectors, highly eccentric orbits that are
48 Space Warfare Strategy 36: To attack Low Earth Orbits (LEQ) space systems, use low inclination (close to zero degrees) anti-satellite systems that only need to increase altitude to engage their targets (low delta- maneuver), yet would have little adversary space
49 Space Warfare Strategy 37: Employ mobile anti-satellte systems to attack adversary space systems, particularly those that can be based in regions of low or no adversary space suneillance coverage (e.g.. South Pacific, South Pole, Equatorial regions, etc.), to e
50 Space Warfare Strategy 38: Pre-confiict, have very visible, but relatively harmless, space control development programs, while the real space weapon systems are covertly developed

51 Space Warfare Strategy 39: For kinetic kill anti-satellites, deploy more than one on the same booster, so that subsequent ASATs can hide in the debris clouds of the first attack. They can also act as multiple weapans on target to increase probability of kil (Pk).

W 4> n| Contacts .~ Cal Te General ~ Missions _,~FLTCS Rules | Sun Tzu .~ Strateqy Examples @mples_~ AFPAM 14-118  AFTTP(1) 3-2.36  FM 34-130__ Regil] ¢ 30
Ready | |[FEDE 100% O U D)

Methods of War Are Eternal
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Space Centers of Gravity Model

Based On Col John Warden’s
(Checkmate) 5-Ring COG Model

Space Equivalent
5-Ring COG Model

Space Systems Strategic Targeting Is Similar to Terrestrial Targeting Strategies
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Example Space Centers of Gravity

Launch corridors

GEO belt sectors

Sun-Synchronous LEO orbits

GEO satellites changing orbital position

Space-related command centers / commanders / INTEL Centers

Space surveillance systems

Space technicians / scientists

Electric grid serving ground space facilities

Space design and manufacturing facilities

Leader's confidence in their new space technologies

Blue and Red side political will to start and continue a space war

Space-related decision cycle times (OODA loops)

Low delta-v/transit time points in space to reach High Value Targets

Points in space with high/low coverage from space surveillance assets

Regions of space and time with advantageous solar phase angles

Times of high solar storm activity

On-orbit spares or launch replenishment or ability to reconstitute space capability with terrestrial systems
Antipodal nodes 180 degrees from launch sites around the world

Manned launch (Shuttle, Space Station) of satellites

Initial satellite checkout after launch or orbital insertion

Periods of solar eclipse / low battery charge for satellites

Approach trajectories outside the field of regard of the target's on-board sensors
Approach trajectories when the Sun/Moon/Earth is in the background of a target's sensors
Approach trajectories outside normally employed orbits

Near a satellite's thrusters

Near a satellite's high power antennas

Just after loss of contact with adversary satellite ground controllers / space surveillance assets

SSA-T Has Extensive Space Centers of Gravity Checklists
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SSA-T Automatic Determination of Red
Space Attack Strategies

* Database of Possible Red Space Attack
Strategies are Linked to Checklist of INTEL
Indicators of Space Systems Activities

* Most Probable Red Space Strategy Is
Determined Based On Currently Observed
INTEL Indications of Space Activities

* SSA-T Automatically Increases Space INTEL
Collection Priorities In IPB Tasking Forms
Based On Probable Red Actions

SSA-T Helps the Satellite Analyst Determine If Space Systems Are Under Attack
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INTEL Indicators Example

Chicanean Yuan Hsi Mobile Direct Azcent ASAT Manufacturing Centers Increased Wear On Roads at Sites

Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Improved / Mew Roads at Sites

Chicanean Yuan Hsi Maobile Direct Ascent ASAT Manufacturing Centers Improved f Mew Parking at Sites

Chicanean ¥uan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Improved f New Railroad Tracks at Sites

Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Improved / Mew Railroad Sidings at Sites

Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Disturbed “egetation # Soil at Sites

Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Different Communications Patterns To / From Sites

Chicanean Yuan Hsi Mobile Direct Azcent ASAT Manufacturing Centers Increased Communications Traffic To / From Sites

Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Decreased (More Atternpts to Hide) Communications Traffic To / From Sites
Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Mo Met Increase or Decrease of Communications Traffic To / From Sites, But Changed Patterns
Chicanean ¥uan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Encrypted Communications Traffic To f From Sites
Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Hours f Mew Shifts for Personnel at Sites

Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Mumber of Scientists & Engineers at Sites

Chicanean ¥uan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Mumber of Military Personnel at Sites

Chicanean Yuan Hsi Mobile Direct Azcent ASAT Manufacturing Centers Increased Mumber of Military Personnel of Higher Ranks at Sites
Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Mumber of Foreign Personnel at Sites

Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Mumber of WIPs at Sites

Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Housing Dernand In Local Area

Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers New / Expanded / Improved Housing Built On-Site

Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Mew / Expanded / Improved Recreational Facilities On-Site
Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Food Intake

Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Power Consumption

Chicanean ¥uan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Water Consumption

Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Sewer Outake

Chicanean Yuan Hsi Mobile Direct Azcent ASAT Manufacturing Centers Increased Refuse Outake

Chicanean Yuan Hsi Mobile Direct Azcent ASAT Manufacturing Centers Increased Smoke Plumes from Sites

Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Chemical Contamination at Sites

Chicanean ¥uan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Mew or Increased Settling £ Effluents Ponds at Sites

Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Use of Data Processing Assets at Site

Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased f Different Patterns of Thermal Images

Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Mumber of Large Mobile Yehicles with Erection Gantries at Sites
Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Number of Mobile Yehicles with Cooling at Sites
Chicanean Yuan Hsi Mabile Direct Ascent ASAT Manufacturing Centers Increased Mumber of Chemical Support Equipment at Sites
Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Mumber of Optical Test Equipment at Sites

Chicanean ¥uan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Number of RF Test Equipment at Sites

Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Mumber of Electrical Test Equipment at Sites
Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Mumber of Optical Test Stands at Sites

Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Mumber of RF Test Stands at Sites

Chicanean Yuan Hsi Mobile Direct Azcent ASAT Manufacturing Centers Increased Number of Large Mohile Yehicle Storage Sheds at Sites
Chicanean Yuan Hsi Mobile Direct Ascent ASAT Manufacturing Centers Increased Security at Sites
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Example Space Objectives

: «— 5,000 Other Space Objectives

Blind Blue capabilities to observe the terrestrial battlefield

Blind Blue capabilities to observe space from terrestrial sensors

Blind Blue capabilities to observe space from space-based sensors

Spoof Blue capabilities to observe the battlefield

Deny Blue ability to launch new satellites

Destroy some Blue space capability as a warning to Gray space systems support to Blue

Wear down Blue Defensive Counter-Space capabilities by instigating multiple false alarm attacks

Attack Blue satellites before the start of the terrestrial conflict

Spoof Blue perceptions of Red space strengths

Conduct diplomatic offensive to restrict Blue ability to employ ASAT's

Actively defend key launch corridors and orbits critical to Red conduct of war

Preposition Red space assets to maximize their effectiveness at the start of the conflict

Disrupt Blue command and control capabilities for space systems

Embargo Blue access to space systems

Prevent Blue ability to service or re-fuel on-orbit satellites

Develop propaganda campaign against Blue use of ASAT's

Shape and delay Blue plans for space warfare

Deny Blue ability to achieve Space Situational Awareness

Disrupt Blue space attacks so they become uncoordinated

Constantly shift points of application of space control weapons to confuse adversary response

Herd Blue space communications paths to those that are more easily monitored by Red SIGINT assets

Attack key Blue space personnel and technicians

Disperse Red assets (maneuver satellites) just before launching first attack

SSA-T Has Space Objectives for Both Red & Blue Sides
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Example Space COA Indicators

Are a small number of Blue and Gray satellites experiencing anomalies over a long time period

Are a small number of Blue and Gray satellites losing contact with terrestrial controllers

Are a small number of new Red satellites appearing in orbit

Are a small number of Red satellites changing orientation

Are a small number of Red satellites changing shape

Are a small number of Red satellites changing thermal signatures

Are a small number of Red satellites concentrating towards potential Blue and Gray satellites

Are Red ASAT forces appearing to line up in a sequence of timed attacks against Blue and
Gray assets

Are Red forces capable of attacking space-related terrestrial sites in Blue countries appearing to
line up in a sequence of timed attacks

Are Red SIGINT assets appearing to line up in a sequence of timed operations against Blue and
Gray Communications assets

Are there indications of Red aircraft activities that appear to concentrate on space-related
terrestrial sites around the world

Are there indications of Red missile activities that appear to concentrate on space-related
terrestrial sites around the world

Are there a small number of new satellite launches from Red facilities

Many Insignificant Space Indicators May Add Up to Predicting a Major Attack

=
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COA Reactions Example

Time Escalation| Probability
Sequence Category Actor Target Ladder |of Occurrence WBS Action Reaction
35 Satellites Califon [Newmex| P.4.A.1 8 N.S.R.3 Newmex Bicudo Large LEO Photo Satellite is permanently partially blinded when over flying the disputed oil fields
35A Political Newmex | Califon Do nothing to increase escalation ladder
35B INTEL Newmex | Califon Determine if degradation is caused by natural events, equipment failure or human actions, whether intentional or unintentional
35C Forces Newmex | Califon Increase military alert level (DEFCON)
35D Ground Stations|Newmex | Califon - Contact other Newmexian space-related ground facilities to determine if multiple ground outage incidents are occurring
35E Satellites Newmex | Califon Contact other Newmexian TTC ground facilities to determine if multiple satellite outage incidents are occurring
35F Satellites Newmex | Califon Check with Newmexian supreme military command to determine if other military incidents are occurring to Newmexian and allied forces
Space . . . . .
351 X Newmex | Califon Increase surveillance and tracking for new and suspicious space objects
Surveillance
35) Satellites Newmex | Califon Increase mission identification and country of origin determination for new and suspicious space objects (Space Object Identification - SOI)
35K Satellites Newmex | Califon Increase signals intelligence collection on new and suspicious space objects
. X . Maneuver Orgonian Abragh Nano LEO Inspector Satellite close to Newmex Bicudo Large LEO Photo Satellite for close inspection to help determine
35L Satellites Orgonia | Califon . C ’
origin of mission degradations
35M Satellites Newmex | Califon Increase satellite imagery, OPIR and RADAR surveillance and signals intelligence collection of Newmexian border areas
35N Satellites Newmex | Califon Increase satellite imagery, OPIR and RADAR surveillance and signals intelligence collection of Newmexian internal areas
350 Satellites Newmex | Califon Increase satellite imagery, OPIR and RADAR surveillance and signals intelligence collection of internal Califon activities
35P Satellites Newmex | Califon Increase satellite imagery, OPIR and RADAR surveillance and signals intelligence collection of Califon allied activities
35Q Forces Newmex | Califon Increase critical infrastructures defenses and surveillance
35AG Political Newmex | Califon Cutoff diplomatic relations with Califon
35AP Political Newmex | Califon Increase world attention to the problems of orbital space debris in order to slow down Califon's launching of new satellites
35BB Political Newmex | Califon Engage in negotiations for space treaties and mutual defense pacts with other countries to increase space defense protection
. . Publically declare that any use of space weapons against Newmexian satellites will have a corresponding attack on the aggressor's space facilities
35BC Political Newmex | Califon X X X L R .
associated with this attack, whether they be research centers, launch facilities, space surveillance sites, or command and control centers
Publically declare that any use of space weapons against Newmexian satellites will have a corresponding attack on the aggressor's and their allies
35BD Political Newmex | Califon space facilities associated with this attack, whether they be research centers, launch facilities, space surveillance sites, or command and control
centers
Initiate multiple false starts, threatening space and terrestrial maneuvers, etc. to induce your adversaries to begin constant satellite maneuvering,
35BE Forces  |Newmex| Califon N.S.R.3.56 AGHE g ‘ v g e
so as to waste their on-board fuel reserves before actual conflict starts
Initiate random military orders, communications traffic, re-deployments and satellite maneuvers to confuse potential adversaries of your
358F Forces  |Newmex| Califon N.S.R.3.57 X _ W Ay P Y
immediate plans and goals
. Launch or maneuver a new mysterious satellite that comes close to critical Califon satellites, to make Califon pause in its military execution plans,
35BG Forces Newmex | Califon N.S.R.3.58 i .
to show resolve, and as a warning to Califon to back down
35BH ASAT Newmex | Califon N.S.R.3.59 Jam Califon propaganda broadcasts from their communications satellites directed at Newmexian dissidents
35BI ASAT Newmex | Califon N.S.R.3.60 Initiate operational deployment of Newmexian Anti-Satellite (ASAT) systems
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COA Reactions Example (Cont.)

Time Escalation| Probability
Sequence Category Actor Target Ladder |of Occurrence WBS Action Reaction
358) ASAT Newmex | califon | P.3.A.L 3 N.S.R.3.61 Attack F:alifon D?r'a'pi Large LEO Photo Satellite with a'Lagoa M?bile Ground Jammer-RF that temporarily denies Califon access to its intelligence
collection capabilities, to show resolve and as a warning to Califon to back down
. Attack Califon Darapi Large LEO Photo Satellite with an Ouro Space Launch ASAT Ground Mobile Missile that permanently destroys it, to show
35BK ASAT Newmex | Califon P.4.A.2 6 N.S.R.3.62 . .
resolve and as a warning to Califon to back down
. X Attack Califon Darapi Large LEO Photo Satellite with an Orgonian Dimbabah Nano LEO Mine-Paint that temporarily denies Califon access to its
35BL ASAT Orgonia | Califon P.3.A.2 N.S.R.3.63 . . . L . . . .
intelligence collection capabilities (covers lenses with temporary paint), to show resolve and as a warning to Califon to back down
X Attack Califon Jeanton Large Ground Fixed Command Center with a cyber attack that temporarily disables its ability to command forces, to show
35BM Cyber Newmex | Califon | P.2.A.0 N.S.R.3.64 R R
resolve and as a warning to Califon to back down
. Attack Califon Jeanton Large Ground Fixed Command Center with Newmexian Irece SOF forces that permanently disables its ability to command
35BN Forces Newmex | Califon P.3.A2 N.S.R.3.65 . .
forces, to show resolve and as a warning to Califon to back down
35B0 Forces Newmex | Califon | P.2.A.0 N.S.R.3.66 9 Attack a Califon terrestrial system of similar military and economic value to deter Califon from further aggression
35BP Forces Newmex [ Califon N.S.R.3.67 Attack by cyber means the Califon facility that caused the Newmex Bicudo Large LEO Photo Satellite to be temporarily or permanently damaged
Attack by Newmexian Irece SOF forces the Califon facility that caused the Newmex Bicudo Large LEO Photo Satellite to be temporarily or
35BQ Forces Newmex | Califon N.S.R.3.68 v Y = g v
permanently damaged
Attack by the Newmexian Air Force Califon's facility that caused the Newmex Bicudo Large LEO Photo Satellite to be temporarily or permanentl
35BR Forces  |Newmex| Califon N.S.R.3.69 v Y g PR e Y
damaged
35BY Industrial Newmex [ Califon N.S.R.3.76 Prepare any remaining satellite launch facilities for rapid reaction capabilities enabling quick satellite launches
35BZ Satellites Newmex [ Califon N.S.R.3.77 Increase on-orbit spares for critical satellites
35CA Satellites Newmex [ Califon N.S.R.3.78 Increase on-orbit satellite decoys to confuse Califon and its allies' space surveillance networks
Initiate war-reserve modes for critical Newmexian satellite assets that begin to maneuver and reduce RADAR and optical signatures to avoid Califon
35CB Satellites  |Newmex | Califon N.S.R3.79 ate war _ g e
and its allies' space surveillance networks
35CC Satellites Newmex [ Califon N.S.R.3.80 Recharge Newmexian satellite batteries on-orbit
35CD Satellites Newmex | Califon N.S.R.3.81 Refuel Newmexian satellites on-orbit
35CE Satellites Newmex | Califon N.S.R.3.82 Refuel Newmexian space support sites backup generators
35CF Satellites Newmex | Califon N.S.R.3.83 Maneuver Newmexian space weapons (space-based and terrestrial-based) into optimized offensive and defensive positions
35CG Satellites Newmex | Califon N.S.R.3.84 Deploy Newmexian space support assets (space-based and terrestrial-based) into optimized offensive and defensive support positions
Maneuver and deploy space control assets that later enable sealing off the Earth from adversary satellites, in order to fix these adversary space
35CH Satellites Newmex | Califon N.S.R.3.85 assets into a steady state that cannot be changed from the ground. This would including positioning for jamming, spoofing and cyber attacks, along
with denying an adversary the ability to launch new satellites
35CI Launch Newmex | Orgonia Request Orgonia provide satellite launch support from its Nuwayr Space Launch Ground Mobile Systems for Newmexian satellites
35CJ Forces Newmex | Califon Explore non-space mission replacements for reduced satellite capabilities
i Increase surveillance, protection and defenses of space systems terrestrial terminals, command and control sites, space sensor sites, launch sites,
35CP Forces Newmex | Califon . R
space weapons marshaling areas, research centers and factories
35CQ Environmental | Space Space Increase surveillance of solar events to better determine if potential satellite outages are caused by natural or human intents
i Determine if Califon and/or their allies have terrestrial forces maneuvering or deploying to operational locations and appear to be pre-positioning
35CR Forces Newmex | Califon
for attack
35CS Satellites Newmex | Califon Command critical Newmexian satellites to initiate defensive measures (spinning, close shutters, increased heat transfer, etc.)
35CT Satellites Newmex | Califon Maneuver critical Newmexian satellites beyond the range of potential threats
35CU Satellites Newmex | Newmex Conduct a full battery of diagnostic testing on Newmexian satellites to determine if intermittent failures are a possibility
35CV Launch Newmex | Califon If critical Newmexian satellites are permanently damaged, then launch other satellites with similar capabilities
35CW Forces Newmex |[Newmex Determine the effects on the overall space system mission of any space systems degradations
35CX Forces Newmex | Newmex Modify previously planned space strategies and tactics due to current adversary and their allies' actions
35CY Satellites Newmex [ Califon Increase training for satellite operators that allows them to recognize intentional attacks and respond promptly
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Space Escalation Ladder

WBS

P.2.A.0

C;r?zilslgt Terrestrial Campaign Phase| Space Campaign Phase Weapon Type Space Campaign Phase Full Name Weapon Category
) Phase 0: Pre-War Buildup . 1st Wave Attacks Phase A - Pre-Conflict Overfc Weapons Te.stmg & Deployment; Treatl.es; saber )
Pre-Conflict (shape) 1st Wave Attacks Phase A Pre-Conflict Deter Deter Rattling; Space Alliances; Normal Space Surveillance, Tracking
& Reconnaissance Activities
Diplomatic Requests & Démarches; Economic Actions;
Persuade; Spying; Embargos; Legal Actions; Administrative Actions; Transmitting
. Phase 0: Pre-War Buildup Propaganqa; Avoidance 1st Wave Attacks Phase B - Pre-Conflict Propaganda Bl.'oadcasts; J?mming Propaganda Broad.casts;
Pre-Conflict (Shape) 1st Wave Attacks Phase B Maneuvering; Increased Persuade Increased Spying & Surveillance; Unusual Increases in Space
Space Surveillance & Close Surveillance and Tracking Activities; Satellite Close Inspectors;
Satellite Inspections Threaten Allies of Your Adversaries; Maneuver to Avoid
Attacks
Camouflage; Stop Activities; Mobility; Covert Technology
Developments; Small Covert Attacks; Cyber Attacks;
Hide; Covert; Cyber; Political Provocative but False Attacks; Covert Actions in Violation of
Disruptions; Mobilize Forces; International Treaties; Cutoff Diplomatic Relations; Inspire
Increase Military Alert Level; Social Disruptions and Agitation; Employ Lethal Force Against
Threatening Satellite Your Own Citizens; Mobilize Forces; Increase Military Alert
. Phase 0: Pre-War Buildup Maneuvers; Increase Space 1st Wave Attacks Phase C - Pre-Conflict |Level (DEFCON); Maneuver Close Enough to Adversary
Pre-Conflict 1st Wave Attacks Phase C

(Shape)

Radiation; Initiate Satellite
Defensive Measures; Employ
Nation's Astronauts on
International Space Station
for Military Uses

Hide

Satellites to Purposely Appear as a Threat; Reveal Covert
Programs to Appear Threatening; Enter Into War-Reserve
Modes (Hide) for Critical Satellites; Hide Senior Leadership;
Increase Radiation Environment in Orbits Used by Adversaries;
Initiate Satellite Defensive Measures; Employ Nation's
Astronauts on International Space Station for Military
Reconnaissance and Surveillance

Trans-Conflict

Phase I: Deployment /
Deterrence (Deter)

2nd Wave Attacks

Trans-Conflict Deter

2nd Wave Attacks - Trans-Conflict Deter

Linked Attacks; Demo Attacks; Alternate Country Attacks;
Blockades; Major Covert Attacks; Terrorist Attacks; Summarily
Execute Saboteurs; Seize & Sequester Suspected Terrorists;
Alert Anti-Satellite Systems; Arm Satellite Self-Defense
Mechanisms; Alert Anti-Missile Defenses; Alert Anti-Aircraft
Defenses; Arm Allied Astronauts on International Space
Station

Space Actions May Be Conducted Pre-Conflict
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Space Escalation Ladder (Cont.)

Military)

WBS C;:;!Zt Terrestrial Campaign Phase Space Campaign Phase Weapon Type Space Campaign Phase Full Name Weapon Category
. . . L 3rd Wave Attacks Phase A1— |From Terrestrial Partial 3rd Wave Attacks Phase Al —Terrestrial-|Delay, Deny, Covertly Assassinate
P.3.A.1 Trans-Conflict [Phase II: Halt Incursion (Seize Initiative) . . . X
Gnd Based Temporary Kill to-Space Partial Temporary Effects Adversary Diplomatic Ambassador
3rd Wave Attacks Phase A2— |From Terrestrial Total 3rd Wave Attacks Phase A2 —Terrestrial-
P.3.A.2 Trans-Conflict |Phase II: Halt Incursion (Seize Initiative) ) Disrupt
Gnd Based Temporary Kill to-Space Total Temporary Effects
3rd Wave Attacks Phase B1— |From Space Partial Temporary |3rd Wave Attacks Phase B1—Space-to-
P.3.B.1 Trans-Conflict|Phase IlI: Air Counter-Offensive (Dominate) . o o Y . . Delay, Deny
Space Based Kill Space Partial Temporary Effects
3rd Wave Attacks Phase B2— |From Space Total Tempora 3rd Wave Attacks Phase B2 —Space-to-
P.3.B.2 Trans-Conflict [Phase IlI: Air Counter-Offensive (Dominate) i P porary P Disrupt
Space Based Kill Space Total Temporary Effects
Phase IV: Joint Counter-Offensive to . X .
. . . 4th Wave Attacks Phase A1— |From Terrestrial Partial 4th Wave Attacks Phase A1 —Terrestrial-
P.4A1 Trans-Conflict [Restore Friendly Pre-Conflict Status . . X Degrade
. Gnd Based Permanent Kill to-Space Partial Permanent Kill
(Stabilize Borders)
Ph IV: Joint C ter-Off ive t
. ase .0|n ounter .en5|ve ° 4th Wave Attacks Phase A2 — |From Terrestrial Total 4th Wave Attacks Phase A2 —Terrestrial-
P.4.A.2 Trans-Conflict [Restore Friendly Pre-Conflict Status i . Destroy
. Gnd Based Permanent Kill to-Space Total Permanent Kill
(Stabilize Borders)
. _|Phase V: Joint Counter-Offensive to 4th Wave Attacks Phase B1— |From Space Partial Permanent|4th Wave Attacks Phase B1 —Space-to-
P.4.B.1 Trans-Conflict . i : i Degrade
Capture Adversary Capitol (Enable New Space Based Kill Space Partial Permanent Kill
. _|Phase V: Joint Counter-Offensive to 4th Wave Attacks Phase B2— |From Space Total Permanent [4th Wave Attacks Phase B2 —Space-to-
P.4.B.2 Trans-Conflict i X . Destroy
Capture Adversary Capitol (Enable New Space Based Kill Space Total Permanent Kill
Phase VI: Defend Against Adversary Degrade, Destroy: Kill Adversary
Space-Manned Permanent 5th Wave Attacks - Space-Manned
P.5.A.0 Trans-Conflict [Counter-Attacks Against Friendly Homeland |5th Wave Attacks p X . 2 Astronauts on International Space
i i Kill: Kill Adversary Astronauts [Permanent Kill :
(Defend Friendly Citizens) Station
Ph VI: Defend Against Ad
X ase eten g?ms X versary ... |6th Wave Attacks - Space-to-Earth
Trans-Conflict|Counter-Attacks Against Friendly Homeland |6th Wave Attacks Space-to-Earth Permanent Kill Permanent Kill Degrade, Destroy
(Defend Friendly Citizens)
Phase VII: Defend Against Adversary Use of
Trans-Conflict [Nuclear Weapons in Space (Defend Friendly|7th Wave Attacks NBC Use - Space 7th Wave Attacks - NBC Use - Space Degrade, Destroy

Trans-Conflict

Phase VIII: Defend Against Adversary Use of
NBC Against Friendly Military Targets
(Defend Friendly Military)

8th Wave Attacks; Phase A —
Military Targets

NBC Use - Space & Terrestrial

8th Wave Attacks Phase A—NBC Use -
Space & Terrestrial - Military Targets

Degrade, Destroy

Trans-Conflict

Phase IX: Defend Against Adversary Use of
NBC Against All Friendly Targets (Defend
Friendly Military & Civilians)

8th Wave Attacks; Phase B —
Civilian Targets

NBC Use - Space & Terrestrial

8th Wave Attacks Phase B—NBC Use -
Space & Terrestrial - Civilian Targets

Degrade, Destroy

Post-Conflict

Phase X: Post-Hostilities (Reconstruction &
Stabilization)

9th Wave Attacks

Post-Conflict Deter

9th Wave Attacks - Post-Conflict Deter

Diplomatic Requests; Economic
Actions; Legal Actions; Administrative
Actions; Jamming Propaganda
Broadcast:

Space Provides Finer Gradations & Thus Better Control During Conflict Escalation
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Space Ontology

* 1,009 Objects: Classes, Properties, Instances
* Most Classes Have Documented Instances

* Classes:
— Military Objectives & Tasks (8 Levels)
— Conflict Levels
— Campaign Phases
— Success Criteria
— Success Indicators
— Space Battle Zones
— Space Centers Of Gravity
— Space Principles of War
— Space Escalation Ladder
— Space NIIRS
— Satellite Keep-Out Zones
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Space Ontology Example

Resource Form

MName: AbsencelaserDazzling-Space

+ Record Tracking

Record Classification =~

LNCLASSIFIED -
Conflict Side <~

EBlue =
WBS Tracking Number =
Ecasis 11410101 -

Work Sponsor —
Metatech Corporation IR&D | =

User Who Entered Data ~
Paul 5. Szymanski =

RDF5 Comments =
Absence of laser dazzling. =

Record Comments ~

Space Objectives and Tasks | =
developed by Paul 5.
Szymanski,

Data Source Title
Jaint Warriar Interoperability | =
Demonstration (WIDY 2000
Data Source Author —
LT Jirn Duffy, US4 =

Data Source Organization ~
1ISSPACECOMIEM g

Data Source Document Number

= _—
Farm | Graph | Source Code

@ Instances 52 | MM Domain | B8 Relevant Properties

[Resource]
> AbsencelaserDazzling-Space

+ Course of Action Tracking

Was COA Authorized? ~
E] true

Who Authorized COAZ? —
JFaC -
Was COA Implemented?

[ False

| =

Country That COA Is Supporting
Califon =4
Country That COA Is Directed Ag:

Crgonia

COA Political Acceptability

(D[ =
COA Probability It Will be Require
[0 =4

COA Probability of Successful Con
=

[jo.a

COA Is Most Dangerous bo Own S5i

COA Is Most Effective Against Dw

COA Is Most Probable to be Imple

E] true

| =

| =

| =

rdfs:comment

Absence af laser dazzling.

« Course of Action Descriptors

COA Importance Ranking —

(D7 =
COA Priority Ranking =~

0z =
COA Priority Ranking Reason =~
Enable coalition space-based | =

missile warning capabilicy

COA Name
Absence of laser dazzling =

COA Overall Concept <=

Prevent employment of =
Orgonian capability to
interfere with medium altitude
andfor geosynchronous earth
orbit infrared sensors,

COA Specific Definition =

The degree of dominancein | =
space of one force over
another that permits the
conduct of operations by the
fFormer and its related land,
matitime, air, space, and
spedial operations forces at a
given kime and place withaut
prohibitive interference by
the opposing Force, (JP 1-02.3

COA Purpose

Protect space-hased =
cormmunication

SPARGL QGJ Imports &b Inferences 6_—| Error Log

RecordwEs

* Course of Action Details

COA Laws of Armed Conflict ~

"Treaty on Principles =
Governing the Activities of
States in the Exploration and
Use of Quter Space, including
the Moon and Other Celestial
Bodies" (1967 Quter Space
Treaty),

COA Dverall Acceptability ~
Mediurn =

COA Diplomatic Concerns =
High =
COA Coalition Concerns ~
Mediurn =

COA Other Limitations =~

‘world public opinion with use | =
of space weapans,

General Comments on Restrictior

Adversary must first use =
space weapons before Allied
governments will agree ta
Allied employment of
COUNEErNG Space weapons.

COA Rules of Engagement for Air
Mo direct attacks on =
space-related terrestrial
targets,

COA Rules of Engagement for Lan | <

& €& 7 7 0| [ paskst 2

CASLS 11410101

. AbsenceMavigationJamming-Space

L 2 AbsenceSelectedMilitary1SR-5pace

L 2 AbsenceSelectedMilitarysateliteSignals-Space
# absenceSelectedMiitaryWeather-Spare

L 2 AbsenceselectedspacesccessFaciities-Space

* GPSAidedMunitionsBombingaccuracyConsiste, .

L 3 GPSorGLOMASSMavigationLackUsableSignalBy. ..
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SSA Requirements Study

* Reviewed Doctrine Docs, Joint Pubs, Air Force
Glossaries, Air Force Instructions, Air Force
Pamphlets, Army Field Manuals, National
Defense University Handbook, and
Multiservice Procedures

— 55 Total Documents Analyzed
* Terrestrial Intelligence Preparation of the

Battlespace (IPB) Principles Extrapolated to
Space

— ~1,900 Different Space Control / SSA Requirements

SSA-T Baselines Space Control/SSA Requirements From Fundamental Military Doctrine
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Example SSA Requirements Matrix

n
.
Is the weapon system preparing/powering up for use?
NP e e INTEL Requirements INTEL Indicators Regolutlon Space Detection Means| Technologies
From Requirements NIIRS
Basic Satellite Current Orientation Satellite Current Cross Imagery or .
Characterization  |Attitude Section 1.2-25 4 RADAR BB B AR
Basic Satellite Has Changed Attitude Satellite Cross Section Optical or RADAR .
o o . o 25-45 3 . Optical or RADAR
Characterization |From Spinning or 3-Axis Stability Change Cross Section P
Detailed o SaFeI!lte C}Jrrer.]t Weapons Suite Satellite Weapons Suite 0.20 - 0.40 7 Imagery Optical
Characterization Pointing Direction Image
Exqwsﬂe. . Satellltlg Delta-V Remaining Satellltg Telemetry Ipdlcates N/A N/A RF Slgr?al RE Receivers
Characterization  |Capability Propulsion Tank Fluid Lewel Monitoring
Satellite Propulsion Tank .
0.20 - 0.40 7 Image Optical-IR
Thermal Image gery P
Equ|S|te. . Satellite Propulsion Tank Fluid Satellltg Telemetry Ipdlcates N/A N/A RF S.lgr.1al RE Receivers
Characterization  |Status Propulsion Tank Fluid Status Monitoring
Satellite Propulsion Tank .
0.20 - 0.40 7 Image Optical-IR
Thermal Image gery P
Exqwsne. . Satellite Current On-Board Satellite Telemetry Indicates N/A N/A RF Slgqal RE Receivers
Characterization  |Processor State On-Board Processor State Monitoring
Exquisite Satellite Propulsion Tank Internal Satellltg S EIEIPA LS RF Signal .
o Propulsion Tank Internal N/A N/A e RF Receivers
Characterization Pressure Monitoring
Pressure
Detailed Satellite Current Detailed Thermal . .
o . Satellite Thermal Image 0.20 - 0.40 7 Imagery Optical-IR
Characterization |Signature

4= 1,900 Other SSA Requirements

SSA Requirements Linked to Sensor Resolutions
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NIIRS Space Equivalents Defined

NIIRS Rating| GRD (m) Terrestrial Examples Space Equivalent Examples
0 Interpretability of thg imagery is precluded by obscuration, degradation, Satellite features in shadow
or very poor resolution
1 9 Detect the presence of aircraft dispersal parking areas. Characterlze very large (e.g., Intemational Space Station)
space object.
2 45-90 Detect the presence of large (e.g., Boeing 737, 747, Airbus A-300, MD- |Characterize large (e.g., GEO Communications satellite)
' ' 80) aircraft. space object.
Detect medium-sized aircraft (e.g., F-15). Identify an ORBITA site on
3 2.5-4.5 ([the basis of a 12 meter dish antenna normally mounted on a circular Characterize medium (e.g., DMSP) space object.
building.
Identify the wing configuration of small fighter aircraft (e.g., F- 16).
4 1.2-2.5 [Detect large (e.g., greater than 10 meter diameter) environmental domes |Detect if large (e.g., TDRS) solar panel has deployed.
at an electronics facility.
Distinguish between single-tail (e.g., F-16) and twin-tailed (e.g., F-15) Determine large (e.g., TDRS) solar panel design
5 0.75- 1.2 |fighters. Detect automobile in a parking lot. Identify the metal lattice configuration. Determine satellite attitude/spin rate.
structure of large (e.g. approximately 75 meter) radio relay towers. Determine if satellite has broken up into large pieces.
Dgtect wing-mounted stores (i.e., ASM, bpmbs) protrudmg L the. Determine existence of medium-sized (TDRS SGL Antenna)
6 0.40 - 0.75 |wings of large bombers (e.g., B-52). Identify the spare tire on a medium- .
. satellite antennas.
sized truck.
Identify antgnng d.ls.hes (less than 3 meters in diameter) on.a radio relay Determine attitude of medium-sized (TDRS SGL Antenna)
tower. Identify individual 55-gallon drums. Detect small marine . . .
7 0.20- 0.40 . satellite antennas. Determine large area degradation of solar
mammals (e.g., harbor seals) on sand/gravel beaches. Identify ports, . .
. s panel optical quality.
ladders, vents on electronics vans. Identify ind
Identify the rivet lines on bomber aircraft. Detect horn-shaped and W-
shaped antennas mounted atop BACKTRAP and BACKNET radars. Determine medium-sized (TDRS SGL Antenna) satellite
8 0.10 - 0.20 N . . . .
Identify windshield wipers on a vehicle. Identify limbs (e.g., arms, legs) [antenna damage.
on an individual. Identify individual horizontal and
Identify screws and bolts on missile components. Detect individual . . .
. L . e Detect orbital thruster damage. Detect if optical covers have
9 <0.10 spikes in railroad ties. Identify individual rungs on bulkhead mounted been removed
ladders. Identify vehicle registration numbers (VRN) on trucks. )
Similar to AFRL SORS (Space Object Rating Scale) NIIRS = National Imagery Interpretability Rating Scale
Space NIIRS Based on Equivalent Terrestrial NIIRS Definitions

—
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SSA-T Automatic Space Object
Classification

* Unknown Space Object Characteristics
Compared to Selected Space Objects In
Databases

* 98% of the Time the Correct Mission for the
Unknown Object is Within the Top 3 Choices
SSA-T Automatically Makes

e SSA-T Has Corrected USSPACECOM
Satellite Catalog Mistakes In Mission
Assessments

SSA-T Helps the Satellite Analyst In Determining Surveillance Tasking Priorities
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Scenario Partial Example 1

Weapaon IMTEL INTEL WHE  Mame
Type1 | Type2 | Code GaM | 9aM | 10aM | 1AM |

Mobile Direct Ascent ASAT | IMINT  SIGINT 8 Koronean Tubul Mobile DA ASAT Attack Against Hewmanian Goy En LEQ Photo Satellite - Launch Situation

Mokile Direct Sscent ASAT IMINT SIGIMT 3.1 Koronesn Tubul Mokile D& ASAT Attack Against Mevemanian Goy En LES Photo Satellte - Launch Profile Does Mot Look Like IRBM Surface-to-Surface Lau
Maobile Direct Ascent ASAT MASINT 8.2 Koronean Tubul Mobile DA ASAT Attack Against Hewmanian Goy En LEQ Photo Satellite - Ho Detrimental Weather Conditions for Launch

Mobile Direct Ascent ASAT) MASINT 5241 Koronean Tubul Mohile DA AZAT Attack Against Mewvmanian Goy En LED Photo Satelite - Mo Detrimental Westher Conditions for Launch - Mo Heavy R

Mokile Direct Ascent ASAT MASIMT 522 Koronean Tubul Mokile DA ASAT Sttack Agsinst Mevwmanian Goy En LED Photo Satellite - Mo Detrimental Westher Conditions for Launch - Love Chan

Mobile Direct Sscent ASAT MASINT 5.3 Koranean Tubul Mobile D& ASAT Attack Against Nevemanian Goy En LEC Photo Satellte - Mevemanian Satellite Approaching fram Over the Horizon Within

Mobile Direct Ascent ASAT) MASINT 5.4 Koronean Tubul Mobile DA ASAT Attack Against Mewmanian Goy En LEO Photo Satelite - Mevwmanian Satellite Approaching from Ower the Horizon Within

Mobile Direct Sscent ASAT IMINT 5.5 Koronean Tubul Mobile D& ASAT Attack Against Mevemanian Goy En LEC Photo Satellte - TEL Removed from Shetter [ Camouflage

Mobile Direct Sscent ASAT IWINT =N Koranesn Tubul Mobile D& ASAT Attack Against Mevemanian Goy En LEC Photo Satellte - Vehicle Chucks §Levelers [ Stabilizers Extended

Mobile Direct A=scent ASAT) IMINT 57 Koronean Tubul Mobile DA ASAT Attack Against Mewwmanian Goy En LEO Photo Satellte - Missile Seals Removed

Mohile Direct Ascent ASAT) IMIMT 5.5 Koronean Tubul Mobile DA ASAT Attack Against Mewwmanian Goy En LED Photo Satellite - TEL Erects Missile

Mobile Direct Sscent ASAT IMINT 5.9 KHoronean Tubul Mobile D& ASAT Attack Against Mewwmanian Goy En LEC Photo Satelite - TEL Moves Svway from Missile
Mobile Direct Ascent ASAT | ELINT COMINT 8.10 Koronean Tubul Mobile DA ASAT Attack Against Hewmanian Goy En LEO Photo Satellite - Final Checks & Tests

Mohile Direct Ascent ASAT) ELINT - COMIMNT 5101 Koronean Tubul Mohile DA ASAT Attack Against Mewvmanian Goy En LEC Photo Satelite - Test Missile Sub-Systems

Mobile Direct Sscent ASAT ELIMT 5.10.2 Koronean Tubul Mobile DA ASAT Sttack Agsinst Mewnanian Goy En LEQ Photo Satellite - Test Launch Control Yehicle to Missile COMM

Mobile Direct Ascent ASAT) COMIMT 5103 Koronean Tubul Mohile DA AZAT Attack Against Mewvmanian Goy En LEQ Photo Satelite - Test Space Center to Launch Control ehicle CORMBM

Mobile Direct Ascent ASAT| COMINT 5104 Koronean Tubul Mohile DA ASAT Attack Against Mewvmanian Goy En LED Photo Satelite - Test Command Center to Space Center COb

Mokile Direct Sscent ASAT IMINT SIGINT 8105 Koronean Tubul Mokile DA ASAT Sttack Agsinst Mevwmanian Goy En LEQ Photo Satelite - Launch Rehearsal

Mobile Direct Ascent ASAT FISINT | TELIMT 8.1 Koronean Tubul Mobile DA, ASAT Aftack Against Mevwmanian Goy En LEO Photo Satellte - Calibrate Inertial Guidance System

Mobile Direct Ascent ASAT| COMINT 512 Koronean Tubul Mobile DA ASAT Attack Against Mewwmanian Goy En LEO Photo Satelite - Receive Final Target Orhital Elements

Mokile Direct Ascent ASAT) FISINT | TELINT 543 Koronesn Tubul Mokile D& ASAT Attack Against Mewmanian Goy En LEQ Photo Satelite - Uplosd Final Target Orbital Elemerts

Mobile Direct S=zcent ASAT IMINT - MASIMNT 514 Koranean Tubul Mobile D& ASAT Attack Against Mewwmanian Goy En LEQ Photo Satellite - Top-Off Seeker Coolant

Mobile Direct A=zcent ASAT) FISINT | TELIMT 5135 Koronean Tubul Mobile DA ASAT Attack Against Mewwmanian Goy En LEO Photo Satelite - Arm Batteries

Mokile Direct Sscent ASAT IMINT FISINT 516 Koronesn Tubul Mokile D& ASAT Attack Against Nevemanian Goy En LEC Photo Satellite - Missile Hard-Poirt Attachmerts Released

Mobile Direct Sscent ASAT) FISINT | TELINT 847 Koranesn Tubul Mobile D& ASAT Attack Against Nevemanian Goy En LEC Photo Satellte - Booster Separation Sojuibs Armed

Mobile Direct Ascent ASAT HUMINT | COMINT 5158 Koronean Tubul Mobile DA ASAT Attack Against Mewwmanian Goy En LEO Photo Satelite - Countdoven Sequence Intistedd

Mobile Direct Sscent ASAT) FISINT | TELINT 518 Koronean Tubul Mobile D& ASAT Attack Against Mevemanian Goy En LEO Photo Satellite - Missile Functions Transferred to Internal Poweer

Mobile Direct Sscent ASAT COMINT | HURMINT 5.20 Koranean Tubul Mobile D& ASAT Attack Against Mevemanian Goy En LEO Photo Satelite - Sutherticated Launch Codes Received

Mobile Direct Ascent ASAT ELIMNT - HUMINT 5.21 Koronean Tubul Mobile DA ASAT Attack Against Mewwmanian Goy En LEO Photo Satelite - Missile Officer Selects Mizzile from Battery

Mohile Direct Ascent ASAT) ELIMT - HUMIMNT 5.22 Horonean Tubul Mobile DA ASAT Attack Against Mewwmanian Goy En LEC Photo Satelite - Missile Officer Inserts Key Into Launch Control Console

Mobile Direct Sscent ASAT ELIMT | HUMINT 5.23 Koranean Tubul Mobile D& ASAT Attack Against Mevemanian Goy En LEO Photo Satellte - Missile Officer Lifts Cover from Launch Switch

Mobile Direct Ascent ASAT ELINT | HUMIMT 5.24 Koronean Tubul Mobile DA ASAT Attack Against Mewmanian Goy En LEO Photo Satelite - Missile Officer Operates Launch Switch

Mohile Direct Ascent ASAT) IMIMT MASIMT 5.25 Horonean Tubul Mobile DA ASAT Attack Against Mewwmanian Goy En LEC Photo Satelite - Missile Engine Started

Mobile Direct Sscent ASAT) FISINT | TELINT  8.26 Koronean Tubul Mobile D& ASAT Attack Against Mevemanian Goy En LEC Photo Satellte - Begin Thrust Chamber Pressure Buildup

Mobile Direct A=scent AS5AT) IMIMNT MASIMT 527 Koronean Tubul Mobile DA, ASAT Attack Against Mewwmanian Goy En LEO Photo Satelite - Hold-Down-Bolts Fired

Mohile Direct Ascent ASAT) IMIMT MASIMT 5.25 Koronean Tubul Mobile DA ASAT Attack Against Mewmanian Goy En LED Photo Satelite - Umbilicals Released
Mobile Direct Ascent ASAT IMINT  MASINT 8.29 Koronean Tubul Mobile DA ASAT Attack Against Hewmanian Goy En LEQ Photo Satellite - Missile Launch

Mobile Direct A=scent AS5AT) IMIMNT MASIMT (5291 Koronean Tubul Mohile DA AZAT Attack Against Mewvmanian Goy En LED Photo Satelite - Mizzile Launch - Plume Present

Mobile Direct Ascent ASAT MASINT 5292 Koronean Tubul Mohile DA ASAT Attack Against Mewvmanian Goy En LED Photo Satellite - Missie Launch - Loud Auditory Signal

Mobile Direct Azcent ASAT) IMIMNT | MAS]

Mobile Direct Sscent ASAT IMINT - MASI - - - - - - =

v oo we wief Battle in the Blue Scenario Time Lines in Microsoft Project

hobile Direct Azcent ASAT| MASIMT

Mobile Direct Sscent ASAT FISINT 0 TELINT  8.33 Koranesn Tubul Mobile D& ASAT Attack Against Nevemanian Goy En LEC Photo Satellte - Mizsile Telemetry Data Links Incressed Bandwicth

Mobile Direct Ascent ASAT MASINT 5.34 Horonean Tubul Mobile DA ASAT Attack Against Mewwmanian Goy En LEO Photo Satellte - Missile Flies Through Atmosphere

Mokile Direct Ascent ASAT) FISINT | TELINT 535 Koronesn Tubul Mokile D& ASAT Attack Against Nevemanian Goy En LEC Photo Satellte - Site Personnel Staring Up st the Sky

Mobile Direct Sscent ASAT FISINT | TELINT  8.36 Koranesn Tubul Mobile D& ASAT Attack Against Mevemanian Goy En LEC Photo Satellte - Mizsile First Stage Shutdown
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Scenario Partial Example 2

US Tactical Objective S2-8. Deny North Korea space-based surveillance and

reconnaissance information
Purpose: Deny North Korea ability to gather information on coalition forces using space-based assets

Success Criterion:
S2-8.1: North Korea unable to receive space-based surveillance and reconnaissance information
Concept:  Increase time and resources required for North Korea to gather
information on coalition strength and force disposition
Tactical Tasks:
S2-8.1.1: Prevent North Korea forces from gathering ISR information using
indigenous space-based assets
Concept: Eliminate North Korea surveillance and reconnaissance assets affecting
the Coalition operations

Success Indicator:
IND: North Korea surveillance and reconnaissance interrupted
IND: Coalition space-based surveillance and reconnaissance capability remains
uninterrupted

S 2-8.1.2: Prevent North Korea forces from acquiring third- party/commercial
ISR information
Concept: Deny North Korea ability to purchase/obtain ISR data from third-
party/Commercial sources
Deny third party capability to image selected protected areas

Success Indicator:
IND: No commercial source sells North Korea ISR data
IND: Third parties unable to pass ISR data to North Korea
IND: Third party unable to collect ISR data over selected protected area

Space Objectives Available Also
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Red Increases

adh Dhikar Space Manufacturil
Alhadi Bin Ammar Bi'r Space
Drari Salem Space Manufactur]

@ Space Weapons
Production

el- Gedid Space Manufacturing
B-Agula Space Manufacturing
Hallaliyah Space Manufacturin
Harsha' Space Manufacturing

Blue INTEL
Detects Red

Darapi Large LEO H{

o | Blue Implements
>
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Scenario Partial Example 3

Increased Space
Weapons
Production

v

Red Deploys

Tarzah Mobile Ground Ja

v

Space Weapons

Blue INTEL Detects
Red Space Weapons
Deployment (Hiding

Carpal Large GEO

Space Control
Actions Against Red

Blue Implements
Increased

Terrestrial Mobile
Units & Space
Launches)

3833‘ 3958

Red Detects Blue
Satellite
Frequencies

3 |

el- Cut Space Research Facility
esc- Scetutia Space Research

Ouiru Space Research Facility-

'

as Suw aydiyah Space Research Facility-|

Ma'tin as Sammar Space Research Facility-!

-North (BEJORIOF32002)
Facility-Nojth (BE OR90F32001)

oul

North (BE OR90F32003)

Red Employs
Ground-Based
Satellite
Jammers

Blue Satellite

“|Surveillance Against

outh (BE OR9OF32005)

Red Space Systems

Masking

Diplomatic
Economic
Legal

No Action

Blue Inserts Covert
SOF Surveillance
Teams Near Red
Terrestrial-Based

Space Systems

Administrativ

L2 2 2 7 7

Increased Terrestrial INTEL Priorities
Increased Space Sunwillance Priorities

Valmor SOF (BE CA90F70001 - CA90F70010)

Blue Begins Procedures to Hide and Obscure Space Assets

Blue Tightens COMSEC Procedures for Likely Targets

Blue Démarche Against OR Production of Debris-Causing Space Weapons
Blue Tightens Laser Export Control Procedures for Companies Trading with NX
Blue Legal Action Against Adversary Intent to Closely Approach and Possible Manipulate Allied Satellites - Legal Case Brought

> Blue Begins Procedures to Hide and Obscure Space Assets
2 Blue Tightens COMSEC Procedures for Likely Targets

4132 - 4154 and 6197 -

6261

Blue Satellite
Controller Contacts
AF 2nd Weather

A 4

COMM Disruption

4363 - 4437 Tarzah
Mobile Ground
Jammers
BE OR90F28001
BE OR90F28002
BE OR90F28003

BE OR90F28004
BE OR90F28005

Veronne Large
GEO COMM
Satellites
BE CA90F01001
BE CA90F01002
BE CA90F01003

BE CA90F01004

BE CA90F01005
BE CA90F01006
BE CA90F01007

\ 4

Squadron to
Determine if Solar
Flares are Causing

COMM Outage

Deschagelle Large
Ground fixed TTC
BE CAYOF22005

Blue Satellite
Controller Runs
Satellite Diagnostics
to Determine Cause

of COMM Outage

v

Blue Satellite Controller
Contacts AF 16th Space
Control Squadron to
Determine if Intentional
Jamming Causing
COMM Outage

Ed

Blue Satellite
Controllers Adjust
Antennas to
Determine Geo
Location of
Jammers Causing
COMM Outage

B4

Frequencies & Anti-

Blue Satellite
Controllers Adjust

Jam Power to
Counter Jammers
Causing COMM
Outage

\ 4

AF 16th Space Control
Squadron Contacts
Other Blue &
Commercial Satellite
Controllers to Check if
They are Also
Experiencing COMM
Outage

Deschapelle Large Ground Fixed TTC (BE CA90F2:
Trois Bois Pins Large Ground Fixed TTC-South (BE
Vaillons Large Ground Fixed TTC-South (BE CA90F

(5|

Red Detects New
Blue Satellite
Frequencies

JSpOC Tasks 24th
AF Cyber Assets to
Counter Jammers
Causing COMM
Outage

Ed

24th AF Tasks Cyber
Assets to Take
Down Adversary Air
Defense When Air
Interdiction Assets
are Transiting to
Targets

Detailed Space Control Scenarios Available for Analyses
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Space Info Choke Points
Network Analyses

* SHIVA (Space Highest Information Value
Assessment )

— PC-Based In Microsoft Access

— Performs Links & Nodes Network Analysis
Showing Value of Information to the Warfighter

— Can Conduct Red Or Blue Targeting/Vulnerability
Analyses

— Algorithms & Software Validated by RAND

SHIVA Can Show the Value of Space Systems
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SHIVA Methodology

—»| Info 1 F—»Sensor 1—» Processing 1

X000 | I-| XXX |

g ‘ _
Info 2 Decision Employment

—— S3Sor 2/ >NTEL—»COW"“"’““OI —p Force

Xxxxxxxx | XXX |
Ei: Ei: —»| Info 3 F—»Sensor 3—»Processing 2

A

Success Criteria
Probability Info Receipt

Total Number of Paths <

Overall Time Delay
Overall Data Rates

SHIVA Calculates All Possible Paths Between Sensors and Shooters
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SSA & SAW Integrated Concept

Space Systems Nominal Characteristics
(Space & Terrestrial Including Launch &
Weapon Systems)

Red Blue

Space Systems Current Status
(Change of Location, Size, Shape, Thermal |
Signature, New Launch, etc.)

Red Blue Space Surveillance / SOI
Tasking Optimization

Threat / Change Detection Algorithms
(Nominal vs Current Characteristics)

Red Blue

Space Attack Warning (SAW)

Predict an Adversary’s Intentions & Next Moves Against Space Systems
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SSA & SAW Detall 1

External Inputs

Red Doctrine & Training
INTEL (SIGINT, Imagery, etc.)
Space Surveillance

Satellite Operators

Space Networks Links & Nodes

INTEL (SIGINT, Imagery, etc.)
Space Surveillance

Launch Detection

Satellite Operators

Space Weather

2222,

2222,

Algorithms / Tools

Space Systems
Nominal Characteristics

Red Blue
* Space IPB * Predicted RCS

* Predicted RCS * Predicted Optical CS
* Predicted Optical CS || « Vulnerabilities
* SHIVA * SHIVA

Space Systems
Current Status

Red Blue
« SHIVA « SHIVA

*Auto Space Object ID || « Space WX
« Sat Failures Database

Output Data Products

= Historical Red SOB
= Historical Blue SOB
=p Historical Gray SOB

= Current Red SOB
= Current Blue SOB
==p Current Gray SOB

Space Characteristics Databases Critical for Attack Detection
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SSA & SAW Detall 2

Internal Inputs

Satellite Databases =»

INTEL Indicators
vsRed COA’s >

Space Systems Importance =p
Space Weapons Reach =
Space Systems Vulnerability =

Algorithms / Tools

Output Data Products

SSA-T Threat / Change Detection
Algorithms

= \0st Probable Red COA
=P Red Attack Timelines
==p Direction of Attack

Red
» Auto Sat Change Detection

* Auto Red COA ID

« Space Threat Envelopes

* Space Choke Points Maps
« Sensor Site Weight Maps

+ Hidden Satellite Prediction
» Satellite Attack Timelines

Blue
« JSSARS

» SHIVA Space Targeting

Space Attack Warning (SAW)

Red

Blue
« Space Principles of War

» Space COG Model

* Space COA’s List

* Space Escalation Ladder
» SHIVA Space Targeting

=P Space Object ID & Status

=p Most Vulnerable Regions
of Orbital Space

=p Space Sensor Optimized
Tasking

=P Space Strategies Inputs
=—p Candidate Red Target List
= |mpact on Blue Space

Space Object Change Detection Critical for Attack Warning
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Proposed SSA-T Future
Developments

* Evolve Most Threatening Regions of Space Displays (SAW)
— Develop Delta-V vs. Transit Time Maps
— Display Non-RPO Attack Modes (Iridium 33 vs. Cosmos 2251)

v'IMPACT: Increased Ability to Predict Space Attacks, & Help Prevent
Terrestrial War; Also, Better Optimized Tasking of INTEL Sensors

* Expand SSA-T Space Game Developments

— Develop Lists of Best Red Space Attack Strategies Assuming Certain
Types of Weapon Systems

— Determine the INTEL Indicators of These Types of Attacks

v'IMPACT: Increased Ability to Predict Red Space Intentions, & Help Prevent
Terrestrial War; Also, Better Optimized Tasking of INTEL Sensors

* Auto Space Missile Launch Identification

— Adapt Proven SSA-T State Change Algorithms to Automatically Predict
Satellite Launch Times & Missions Using SIGINT Data

v'IMPACT: Automated Space Launch Typing Allows Faster Threat Mitigation
Timelines Translating to Better War-Winning Space Strategies

Small Investment Leveraged Into War-Winning Space Control / SSA Battle Management
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